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[bookmark: _Toc69731800]Purpose of the Request for Information
The California Statewide Automated Welfare System (CalSAWS) Consortium is preparing to begin acquisitions for the CalSAWS Maintenance and Operations (M&O) phase. As an important aspect of planning for the future procurements, the Consortium is releasing this Request for Information (RFI) to seek input from the vendor community. This RFI specifically seeks to:
· Determine the level of interest of potential bidders in the upcoming procurement(s) to maintain and operate the CalSAWS.
· Gather information regarding potential procurement strategies.
· Understand potential barriers to competition.
· Obtain an understanding of emerging trends.
· Identify opportunities to modularize/carve out services from existing contract configurations. 
· Identify opportunities to further evolve, optimize and mature the application and infrastructure services.
· Gather ideas for implementing system changes more rapidly.
· Obtain input on estimating models and factors associated with application maintenance hours and rates.
· Understand vendor needs for the transition from existing contracts to new contracts.
Information gathered as a result of this RFI will be used in the development of the upcoming Request for Proposals (RFPs) for CalSAWS maintenance, operations and infrastructure services. The RFI responses will also be utilized to assist the Consortium in identifying and understanding potential issues and risks related to the upcoming procurement(s).
Questions submitted for clarification under Section 1.3 of this RFI will be considered and if needed, the Consortium will release an addendum to the RFI.
Please read this RFI document thoroughly and adhere to the response submission guidelines. 
RFI Disclaimer 
This RFI is issued for information and planning purposes only and does not constitute a solicitation. A response to this RFI is not an offer and cannot be accepted by the Consortium to form a binding contract. Responders are solely responsible for all expenses associated with responding to this RFI. 
Participants are admonished that the responses to this RFI are the property of the Consortium and may be subject to the California Public Records Act (Government Code section 6250 et seq.). The Consortium is not requesting a solution; rather, the intent of this RFI is to better utilize bidder and Consortium resources during upcoming procurement(s). Please do not include any proprietary information or specific solutions in your response to this RFI.
[bookmark: _Toc69731801]Key Action Dates
	Action
	Date

	Release of RFI
	April 19, 2021

	Questions from Vendors
	April 267, 2021, noon Pacific Standard Time (PST)

	Answers from Consortium
	No later than April May 30, 2021, 5:00 PST

	RFI Vendor Responses Due
	May 712, 2021, 5:00 PST


[bookmark: _Toc69731802]RFI Contact Information
All RFI submissions, including questions, are to be submitted via email to the RFI point of contact:
CalSAWS M&O RFI
Attention: Tom Hartman
Tom.Hartman@osi.ca.gov
[bookmark: _Toc69731803]RFI Submission Instructions
[bookmark: _Toc69731804]RFI Questions
Vendors must submit questions regarding this RFI via email by the specified date and time stated in Section 1.1, RFI Key Action Dates. Vendors must submit questions via email to the contact person listed in Section 1.2, RFI Contact Information. 
Questions must be submitted using Appendix A - Question and Answer Log. Questions must be submitted via email as follows:
[bookmark: _Hlk68782989]On the subject line of the email, include: CalSAWS M&O RFI -Vendor Questions.
Include in the email the submitting vendor’s name, contact person, telephone number, and email address.
[bookmark: _Toc69731805]RFI Response Submission Instructions
Responses to this RFI are due by the date and time stated in Section 1.1, RFI Key Action Dates. Responses must be submitted via email to the contact person identified in Section 1.2, RFI Contact Information.  Responses must include the following information in the email subject line: CalSAWS M&O RFI - Vendor Response. RFI responses shall contain the following:
· A cover letter that includes the following elements:
· Vendor name, address and telephone number;
· Contact information including the name, title, address, phone number and email address of the vendor’s primary contact person for this RFI;
· A brief narrative describing the vendor’s primary business focus, areas of expertise, and experience with similar systems; and
· Additional recommendations by the vendor that are not already otherwise covered in the vendor responses to Consortium questions.
· Completed Table 3 Vendor Questions and Responses. Vendors are encouraged to answer all questions. If a vendor elects not to respond to a question, please provide feedback as to why.
The Table 3 response should not exceed 50 pages.
CalSAWS | Request for Information
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[bookmark: _Toc68002109][bookmark: _Toc68002182][bookmark: _Toc68002334][bookmark: _Toc69731806]SAWS Background
This section provides background information regarding how the Consortium is conducting its migration to the single CalSAWS application and the accomplishments made to date.
[bookmark: _Toc49933665][bookmark: _Toc69731807]California’s Single System Strategy 
The Centers for Medicare and Medicaid Services (CMS) and the United States Department of Agriculture (USDA) Food and Nutrition Service (FNS) require that California implement a single statewide system by the end of 2023. 
The execution of California’s strategy to implement a single system began with the completion of the LEADER Replacement System (LRS) Project for the County of Los Angeles. By leveraging the application software of the SAWS Consortium IV (C-IV) system as its code base, the LRS was designed and developed with new code and code revisions for enhanced automation, modularity and configurability using rules engine technology and task management functionality for business process flexibility, as well as an advanced, more scalable technical architecture and platform with Service Oriented Architecture (SOA) design and Enterprise Service Bus (ESB) technology. Such efforts created a strong foundation for SAWS consolidation, scalability and extensibility to support statewide capacity. The advancement in technologies and respective investments made to the LRS solution will be leveraged well into the future for unification, expansion, and longevity of applicable technologies through CalSAWS.
[bookmark: _Toc69731808]CalSAWS Migration
The purpose of the CalSAWS Migration Project is to migrate all 58 California Counties to CalSAWS to align with State of California legislation and strategy to achieve a single SAWS. Currently, there are three separate SAWS, each managed by the CalSAWS Consortium on behalf of the 58 California Counties: 
· CalWORKS Information Network (CalWIN) system supporting 18 Counties
· LRS, supporting Los Angeles County 
· C-IV system, supporting 39 Counties. 
Through consolidation of the existing SAWS, the CalSAWS anticipates achieving the following objectives:  
· Enable a consistent client experience across California.
· Consolidate systems for cost efficient operations.
· Scale infrastructure and architecture to allow for an easy expansion and inclusion of all Counties.
· Provide high-performance systems that are highly available with minimal downtimes.
· Secure systems for data and workloads that comply with required regulations and policies.
· Ensure business continuity.
· Maximize reusability of the technology for future initiatives and business needs.
· Build sustainable business capability. 
· Utilize architecture that allows flexibility and adaptability for changing business needs.
· Promote a competitive vendor environment to avoid locking into a specific vendor, and enable ability to transition between vendors.
Successful implementation of the strategy will meet California’s needs and achieve automation benefits for the entire State’s caseload. These benefits include, but are not limited to: 
· Reduced systems maintenance and operations costs.
· Enhanced data management for policy decisions at a statewide level.
· Optimized systems and interfaces design that enable ease of use and support, including improved case management data sharing with California Healthcare Eligibility, Enrollment, & Retention System (CalHEERS), Medi-Cal Eligibility Data System (MEDS), and other State and Federal systems.
· High-performance systems that are quick to deploy and run workloads.
· Minimized integration challenges and maximized interoperability.
The goals for the CalSAWS Migration are:
· Transform the LRS into the CalSAWS System via eight (8) application releases, followed by seven (7) additional releases for additional functionality
· Migrate C-IV and CalWIN Counties to the CalSAWS System
· Run the CalSAWS System in the AWS Cloud
· Migration End State: 
· One system supporting 58 counties running in the AWS cloud
The CalSAWS Migration modified the LRS to support the statewide CalSAWS case management system. The plan for development of the CalSAWS Software leverages releases of CalSAWS-required modifications to the base LRS code into the LRS production instance, thereby, eliminating the need for on-going merges of LRS code changes with a separate set of CalSAWS software and a Los Angeles County conversion effort. When the CalSAWS Software development and implementation effort has been completed, the 39 C-IV Counties will be converted to the CalSAWS in a single cutover event, followed by the 18 CalWIN County conversions in six waves over a 13-month period. The DD&I effort began on March 4, 2019 and will end in October 31, 2023 followed by an additional 5-month stabilization period. See the CalSAWS Migration Timeline below.
[image: ]
[bookmark: _Toc69731843]Figure 1 - CalSAWS Migration Timeline
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[bookmark: _Toc67995134][bookmark: _Toc68001868][bookmark: _Toc68002113][bookmark: _Toc68002186][bookmark: _Toc68002338][bookmark: _Toc67995135][bookmark: _Toc68001869][bookmark: _Toc68002114][bookmark: _Toc68002187][bookmark: _Toc68002339][bookmark: _Toc67995136][bookmark: _Toc68001870][bookmark: _Toc68002115][bookmark: _Toc68002188][bookmark: _Toc68002340][bookmark: _Toc69731809]CalSAWS Governance
The formal CalSAWS Joint Powers Authority (JPA) governance structure was established on June 28, 2019.  From a cultural perspective, the Consortium’s governance model fosters transparency, visibility, communication and collaboration.  The CalSAWS JPA constitutes a single legal entity for purposes of managing the CalSAWS Consortium and the CalSAWS System. The JPA also serves as the contracting vehicle for all procurements. The CalSAWS governance model driven by the stakeholder roles and responsibilities is depicted in the Figure 2 below.
[image: ]
[bookmark: _Toc69731844]Figure 2 – CalSAWS Governance Model

[bookmark: _Toc69731810]SAWS Business Overview
The CalSAWS System is the county-administered case management system that supports California’s public assistance programs with the automation of county welfare business processes. These business processes support eligibility determination, benefit computation, benefit delivery, case management and information management. The approach currently includes three county-level Consortia welfare systems which support six core programs and many sub-programs. The core programs include the first six items in the list below.
Medi-Cal (California’s Medicaid program)
California Work Opportunity and Responsibility to Kids (CalWORKs)/Temporary Assistance for Needy Families (TANF)
CalFresh/Supplemental Nutrition Assistance Program (SNAP)
Foster Care
Refugee Cash Assistance
County Medical Services Program (CMSP)
Cash Assistance Program for Immigrants (CAPI)
Kinship Guardianship Assistance Program (KinGAP)
California Food Assistance Program (CFAP)
Employment Services
General Assistance/General Relief (GA/GR)
Adoption Assistance. 
Through the CalSAWS Consortium, the state and Counties provide health and human services to over 17 million Californians.
California, its Counties and stakeholders have a long partnership and commitment to excellence in service delivery for its health and human services programs. This partnership is built on effective communication, transparency and a shared vision of service to millions of low-income and vulnerable Californians. 
CalSAWS will be the primary automation system for delivering benefits for several decades to come and the application will be improved through meaningful stakeholder, client and advocate input on elements that impact service delivery. 
The CalSAWS Business areas with the business categories and processes that make up the Business Architecture Framework for CalSAWS is depicted in the figure below. 
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[bookmark: _Toc69731845]Figure 3 - CalSAWS Business Architecture
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[bookmark: _Toc68002124][bookmark: _Toc68002197][bookmark: _Toc68002349][bookmark: _Toc69731811]Current CalSAWS System
CalSAWS will support 17 million persons throughout California based on total Person Counts for all programs for State Fiscal Year (SFY) 2019/20.  Additional key statistical information is provided in the table below.  
	Information
	C-IV
	LRS
	CalWIN*
	Totals

	Total Person Counts (SFY 2019/20)
	5,198,366
	5,059,298
	6,814,281
	17,071,945

	Average Weekday Transaction Volume (2021)
	5,200,000 
	5,010,000 
	46,135,409
	56,645,109

	Annual Benefits Issued (2020)
	$ 4,873,230,360
	$ 5,025,880,983
	$ 5,953,298,208
	$15,852,409,551

	*Note: CalWIN transactions include all Oracle Tuxedo online and batch service calls.


[bookmark: _Toc69731812]CalSAWS Architecture
CalSAWS utilizes a mixture of AWS serverless applications, EC2 oriented architecture, and on-premise networking solutions.  Newer portals and applications are primarily serverless designs, while the core CalSAWS system is built on tightly grouped EC2 architecture. The following diagram illustrates the overall CalSAWS architecture.
[image: A picture containing diagram

Description automatically generated]
[bookmark: _Toc69731846]Figure 4 - CalSAWS Architecture
[bookmark: _Toc69731813]Applications
The CalSAWS Application is comprised of multiple sets of services. The Consortium operates in a multi-vendor environment and promotes a culture of vendor cooperation. The following provides a brief description of the key services, current contractors and the current contract terms.
[bookmark: _Toc69731814]CalSAWS Core Eligibility 
CalSAWS maintains the technology and infrastructure utilized in the management of applications and cases for California’s 58-county benefit programs (federal, state and local). The core eligibility application is used to apply for benefits. The core eligibility system is used by county staff to determine initial and ongoing eligibility status, as well as support programs such as childcare and welfare-to-work.  Customers are given their status for benefits based on the results of their eligibility application.  Eligibility status determines what other tools the customer can utilize.
LRS originally used virtual machines on Oracle hardware to support virtual development, test, and production environments. Oracle “Exa” hardware was utilized and placed in the primary datacenter as well as a backup datacenter in case of disaster recovery.
LRS has since moved to AWS, where EC2 instances are used to develop and manage the environments. Some Oracle databases were replaced with Aurora MySQL and uses Spring Boot and Elastic Beanstalk as application containers.  Kafka is used as the messaging service.  Documents were migrated using AWS Snowball and are now contained in encrypted S3 buckets, with REST API calls used to access them.  Forms were migrated to use Adobe SAAS.
LRS leverages Oracle WebCenter Content Management for search, storage, and retrieval of Reports, Notices of Actions (NOA), Forms, and Interface files.
The Consortium is responsible for the performance of the application and provides direct oversight of the development.  
Current contractor: Accenture
Current contract term: 11/2012 – 10/2023
Refer to the following figures depicting the CalSAWS Core Eligibility.
[image: A picture containing diagram
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[bookmark: _Toc69731847][bookmark: _Hlk69107372]Figure 5 - CalSAWS Core Eligibility Diagram
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[bookmark: _Toc69731848]Figure 6 - CalSAWS Core System

[image: ] [bookmark: _Toc69731849]Figure 7 - CalSAWS API Gateway Services
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0. [bookmark: _Toc69731815]BenefitsCal Portal
The BenefitsCal Portal is a service that connects users to applications for Medi-Cal, County Medical Services Program (CMSP), CalFresh and CalWORKs benefits in California. BenefitsCal is a Service Oriented Architecture (SOA)-based application developed using a microservices-based composite application architecture. The presentation tier is developed in ReactJS, leverages the React library based on Bootstrap, and is hosted on CloudFront content delivery manager (CDM). The CDM interacts with the services in the logic tier deployed on AWS Lambda, via the AWS API Gateway. Modular services communicate through a Representational State Transfer (REST) defined microservices. In addition, BenefitsCal uses AWS Simple Queue Service (SQS) to provide guaranteed delivery.
Current contractor(s): Deloitte LLP
Current contract term: 08/2020 – 04/2023
The following diagram presents the BenefitsCal architecture.
[image: Diagram
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[bookmark: _Toc69731850]Figure 8 BenefitsCal Architecture
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[bookmark: _Toc69731816]Online CalWORKs Appraisal Tool (OCAT)
The OCAT is a web-based interview tool created to provide CalWORKs caseworkers with a detailed appraisal including client strengths and barriers to self-sufficiency. Specifically, the appraisal provides information about the client including employment and educational history, housing stability, physical and behavioral health, and domestic abuse, allowing the caseworkers to develop effective work activity and support recommendations for their clients.
The OCAT architecture is built with AWS, and uses the AWS Service Catalog to build the architecture based on highly available services.  The AWS Cloud provides the basis upon which the OCAT System is built. The application components are in Docker containers that are orchestrated and run under ECS Fargate services.  The presentation layer utilizes React, Node.js, HTML5, and CSS to provide a modern and flexible user interface.  The database components utilize Aurora Databases and Aurora Replicas for redundancy.
The OCAT Virtual Private Cloud (VPC) uses Amazon Interface VPC Endpoints to communicate between VPCs for CalSAWS eligibility system, and CalWIN, which hosts the WCDS eligibility system.
Integrations with ForgeRock occurs through RESTful APIs hosted on Apigee Edge API platform.
Current contractor: Cambria Solutions
Current contract term: 06/2019 – 12/2021
The OCAT Architecture is presented in the following diagram.
[image: A picture containing timeline
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[bookmark: _Toc69731851]Figure 9 - OCAT Architecture
0. [bookmark: _Toc69731817]Childcare Provider Portal
The Childcare Provider Portal is a service that allows those seeking childcare to find information regarding licensed childcare providers. Available information includes location, health and safety details, ages of children served, capacity, and hours of care.  
The Childcare Portal is a single page web application built on the AWS cloud infrastructure.  The presentation tier utilizes React JS on CloudFront content management (CM) and static content hosted in S3. In the logic tier, an AWS Lambda for Person Search, built in Nodejs, is used execute SQL queries of the primary CalSAWS database via Transit Gateway.  An Audit Service logs query activity and is stored in Dynamo DB. Integrations with the CalSAWS core eligibility system and ForgeRock occurs through RESTful APIs hosted on Apigee Edge API platform.  Additional integration occurs with Service Now.
Current contractor: Accenture
Current contract term: 11/2012 – 10/2023
The Child Care Provider Portal architecture diagram is depicted below.

[image: Diagram
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[bookmark: _Toc69731852]Figure 10 – Child Care Provider Portal Architecture
0. [bookmark: _Toc69731818]Contact Center
CalSAWS maintains the contact center platform and infrastructure for county benefit eligibility call centers.  The platform provides call routing, interactive voice response (IVR), automated caller identity validation, as well as call-handling tools and workflows for customer service representatives.  Hardware asset management includes computer workstations, networking and telephony equipment.  Software management includes procurement, deployment, patching and upgrades as well as roll-on/roll-off activities.
CalSAWS contact center services are hosted on the AWS Connect Platform. The platform supports Intelligent Voice Response (IVR), Call Routing, and Agent call handling tools.
Agents access the platform through the CalSAWS Extranet that is connected to Equinix Exchange where AWS Direct Connect is leveraged to connect to AWS Connect. 
Current contractor: Accenture
Current contract term: 11/2012 – 10/2023
The Contact Center architecture is depicted in the following figure.
[image: ]
[bookmark: _Toc69731853]Figure 11 - Contact Center Architecture
0. [bookmark: _Toc69731819]Imaging and Document Migration
[bookmark: _Hlk69109358]The Imaging capability performs functions to scan, manage, and store documentation associated with client and case data. LRS and C-IV use different technology but the same flow and integration points. CalWIN counties use a variety of different technologies including what is used by LRS today. 
The CalSAWS Imaging Solution is anticipated to re-platform the CIV system’s existing Hyland software-based imaging solution from it’s current ‘on premises’ software and architecture to a Hyland SaaS provisioned and AWS cloud hosted architecture. This includes modifications to support the 58 counties’ defined requirements and providing support for the migration of existing document images into the new CalSAWS Imaging Solution. The current imaging and document migration architecture were finalized after options related to scanning software, document management software, and hosting components were evaluated against criteria such as the user experience, deployment and maintenance, platform viability, innovative features as well as risks associated with costs, services, legal requirements, and employee change management. 
Current contractor: Accenture
Current contract term: 11/2012 – 10/2023
Imaging architecture diagrams follow. 
[image: Diagram
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[bookmark: _Toc69731854]Figure 12 - Document Migration Architecture for CalSAWS Counties
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[bookmark: _Toc69731855]Figure 13 – Imaging Production Architecture

[image: ]
[bookmark: _Toc69731856]Figure 14 - Application Interface Integration – CalSAWS to Hyland API Architecture

[image: ]
[bookmark: _Toc69731857]Figure 15 - Application Interface – Hyland to CalSAWS API Architecture
0. [bookmark: _Toc69731820]Print Services
As part of CalSAWS eligibility operations, various documents, mailers and forms must be generated and sent to consumers and partner organizations. CalSAWS maintains the print applications and routing to regional subcontractors who are responsible for the generation and distribution of materials. The Consortium is responsible for the performance of its existing contractors and provides direct oversight of outbound and inbound print processing. 
A tentative contract award for consolidated CalSAWS print and mail services was made to Gainwell in December 2020.  Final contract approval is expected in April 2021. The base contract term is for a period of five years.
Current contractor(s): Accenture via a subcontract with Gainwell, DFS and Xerox.
0. [bookmark: _Toc69731821]County Networks
CalSAWS maintains multiple network infrastructures for contracted county eligibility operations and contact centers.  Network infrastructure is configured in three models and enables connectivity to state services.   
Connectivity to AWS and CalSAWS hosted services differs amongst the models.  
Current contractor: Accenture
Current contract term: 11/2012 – 10/2023
[bookmark: _Toc68807151][bookmark: _Toc69731822]Fully Managed
Fully Managed Counties have direct access provided over the Managed CalSAWS components (CalSAWS LAN/WAN to CalSAWS Data Centers). 
Traffic is forwarded from the CalSAWS managed network to CDT (OTech) Data Center and uses the State connection to access State Services.  
[image: Diagram
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[bookmark: _Toc69731858]Figure 16 - Fully Managed County Network Diagram
[bookmark: _Toc68807152]

1. [bookmark: _Toc69731823]County Point of Presence (PoP)
In the County PoP model, the county provides access to the WAN through the County managed Core/Firewall located at a County PoP Site. 
CalSAWS provides and maintains the site’s WAN connectivity (SD-WAN hardware and the communication links). The County provides access through the existing County WAN connection over the CalSAWS WAN.  
[image: Diagram
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[bookmark: _Toc69731859]Figure 17 - County Point of Presence (PoP) Network Diagram
1. [bookmark: _Toc68807153][bookmark: _Toc69731824]Department of Technology, Office of Technology Services
In the OTech Model, the County provides access to the WAN through the existing County network to the California Department of Technology (CDT) OTech Network. 
CalSAWS provides and maintains the WAN connectivity to the OTech Data Center for access by the County. The following diagram depicts the OTech Data Center.
[image: Diagram
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[bookmark: _Toc69731860]Figure 18 - Department of Technology – OTECH Data Center
[bookmark: _Toc69731825]Integration and Interfaces
CalSAWS interfaces with a number of state and county partners to exchange required data. The Table below provides a listing of Interface and File Exchanges.
[bookmark: _Toc69731874]Table 1 - CalSAWS Interface and File Exchanges
	CalSAWS Interfaces and File Exchanges

	CCSAS
	CMIPS II
	ARS – County Fiscal

	CHDP
	Direct Certification (School Districts)
	DCFS

	Death Match Registrar Recorder
	Auditor Controllers
	EBT FIS

	Employee Roster
	Central Print Services
	GR Housing

	Lobby Monitor
	Hyland Imaging
	Jail Match Sheriff’s Dept.

	Probation
	CSC/IVR
	CalHEERS

	QCIS
	LEADS (AB 109)State Corrections Dept
	BenefitsCal

	SCI
	MEDS
	BOA (Bank of America)

	SED
	Outbound Call/Text
	CHP

	WDTIP
	SAVE
	E2LITE

	APP
	TTC – Collections
	

	Data Mining Vendor (DMS)
	MDM (County Master Data Management)
	



CalSAWS utilizes multiple methods of integration between applications, services and exchange partners within the CalSAWS system and exposes APIs for county development purposes. Methods include VPC peering for Restful APIs and Secure File Transfer to support County exchanges.
CalSAWS uses VPC peering and transit gateways to manage VPC connections and data transfers using VPC endpoints. The endpoints allow communication between the instances in the VPC and services.
The current CalSAWS APIs are a combination of RESTful APIs hosted on Apigee Edge API platform (planned to migrate to AWS API gateway) and AWS API gateway. The APIs allow the CalSAWS supported applications to access data and functionality from the backend services using RESTful and WebSocket APIs. 
The diagrams below provide four interface/integration process flows.
[image: Diagram
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Description automatically generated][bookmark: _Toc69731861]Figure 19 - Inbound Interface Process


[bookmark: _Toc69731862]Figure 20 - Outbound Interface Process
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[bookmark: _Toc69731863]Figure 21 - Kafka Clusters
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[bookmark: _Toc69731864]Figure 22 – Event Streaming Class Diagram
[bookmark: _Toc69731826]Batch Processing
CalSAWS maintains a series of batch processing jobs in support of benefit eligibility operations for CalSAWS, counties, and partner agencies. Nightly, processing logic scans multiple tables and materialized views to determine which records were changed during the day.
[image: Diagram

Description automatically generated]Batch job design follows a traditional batch processing pattern: a driving query selects rows to be processed, then processing logic is invoked for each of the returned rows. An architecture BatchDriver is used as the ‘job runner’.  Each Batch job implements an architecture interface called BatchModule, which provides processing lifecycle methods, launch, execute, and terminate, which are called by the BatchDriver and the supporting architecture framework.[bookmark: _Toc69731865]Figure 23 – Batch Processing Process

Jobs are run on a series of M4 Elastic Compute Cloud (EC2) instances within AWS. 
The Secure File Transfer Protocol (SFTP) method is used for transferring batch files to interface partners. 
The following two diagrams present the batch process and batch architecture.




[image: Diagram

Description automatically generated]
[bookmark: _Toc69731866]Figure 24 - Batch Processing Architecture
[bookmark: _Toc69731827]Databases, Analytics and Reporting
CalSAWS provides a comprehensive suite of scheduled reports for counties and state partner entities. The analytics platform also provides customers and partners with the ability to complete their own ad-hoc analysis on relevant CalSAWS data. 
CalSAWS has chosen Qlik as the enterprise analytics platform. Qlik is deployed on an Infrastructure as a Service (IaaS) cloud computing model.
The primary source data is in Oracle RDS and the CalSAWS data lake is housed in a series of Amazon S3 buckets that contain both raw and processed data.
The data pipeline for most transformations is handled with Elastic Map Reduce, a highly scalable mass processing engine based on Hadoop. 
As data is formatted it can then be further processed, at scale, and built into curated or intermediate data sets. These data sets are typically transient and can contain both processed and unprocessed data. 
Targeted Data sets or “Purpose Built” data is any data set that directly addresses the requirements of a single use case and are not used as building blocks for the creation of other data sets.  In a data lake, the pattern is to avoid building data daisy chains, or views on top of views.
Metadata is stored in the AWS Glue Data Catalog.  It is a managed service that stores, annotates, and shares metadata in the AWS Cloud in the same way as in an Apache Hive meta-store. The analytics platform utilizes Amazon Athena as its interactive query service.
The Qlik platform consists of Qlik Sense and Qlik NPrinting. Qlik Sense is an in-memory dashboard and visualization platform for data analytics. 
CalSAWS maintains a multi-node Qlik Sense site with high availability with redundancy for Consumer and Scheduler. Qlik NPrinting is a reporting tool that is distributed automatically to NewsStand and S3.
Current contractor: Accenture
Current contract term: 11/2012 – 10/2023
The following diagram presents the databases, analytics and reporting architecture.
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[bookmark: _Toc69731867]Figure 25 - Databases, Analytics and Reporting Architecture
[bookmark: _Toc69731828]Identity and Access Management
The CalSAWS identity and access management (IAM) program enables a broad range of IAM services that not only support Consortium application end-users, but also support the Consortium applications themselves.  Features such as Centralized Login, Single Sign-on, and User Self-service provide a streamlined and secure user experience across applications, while features such as API Security and Fine-grained Authorization enable efficient and secure app-to-app communication. 
For its IAM services, CalSAWS maintains a centralized ForgeRock Identity Platform hosted on the AWS cloud infrastructure. The platform includes a series of components that integrate to create a comprehensive solution. 
· The ForgeRock Identity Gateway is a virtual level of abstraction that acts as a Reverse Proxy, an API Gateway, an enforcement point of Authentication, an enforcement point of Authorization, and a way to enable microservices.
· ForgeRock Access Management is a set of services that includes federation, single sign on, and policy enforcement. 
· ForgeRock Identity Management services control and automate the user lifecycle.  
· ForgeRock Directory Services manages the identities for Identity management on a high availability LDAP Server.  The Directory Service also manages tokens for Access Management on the Core Token Service Server. 
The platform is hosted on the AWS cloud infrastructure that is comprised of a series of Elastic Compute Cloud (EC2) instances across multiple availability zones and regions to ensure high availability and redundancy.
Apache Tomcat servers are utilized as a web container for both ForgeRock Access Management and ForgeRock Identity Gateway.
ForgeRock supports a “one-to-many” relationship between technical environments and logical environments.  Each technical environment can support multiple logical environments and each logical environment can store and manage its own set of applications.
The Application Client is the component used to connect an application environment to the ForgeRock service.  OAuth2 and SAML standards are supported for applications that connect to ForgeRock. 
Current contractor: Accenture
Current contract term: 11/2012 – 10/2023
The figure below depicts the IAM architecture.


[image: Diagram, schematic

Description automatically generated]
[bookmark: _Toc69731868]Figure 26 - IAM Architecture
[bookmark: _Toc69731829]Security
The Consortium provides the policies that vendors must adhere to when designing, developing, implementing and operating CalSAWS systems.  These policies are based on National Institute of Standards and Technology (NIST) Special Publication 800-53 revision 4, the Customized CalSAWS System Security Plan (SSP) based on the FedRAMP System Security Plan (SSP) for Moderate Classification Systems and flow-down Laws and Regulations based on CalSAWS Privacy and Security Agreements with the California Department of Social Services (CDSS) and California Department of Health Care Services (DHCS). 
The CalSAWS Chief Information Security Officer has oversight responsibilities that include the testing and validation of the vendor implementation of the NIST SP 800-53 security controls.  In addition, the Consortium Security team performs audits periodically focused on technical vulnerabilities for the overall CalSAWS program and interconnected system. This team also supports the independent third-party technical security audit performed on a regular basis. 
The audits assess that:
· The implementation of each control is documented with evidence to prove compliance to the control.
· All technical systems properly implement the security control according to the Center for Internet Security Controls (CIS) benchmark standard for the appropriate technology.
· Non-technical controls are properly implemented according to the processes documented in compliance with NIST and CalSAWS security control baselines.
· Known deficiencies are properly documented with Plan of Actions and Milestones (POAMs) created to track their remediation.
A report will detail the results categorized by each NIST control family and provide the remediation for the security control according to the CIS benchmark. 
The Consortium leads the CalSAWS Architectural Standards Review Sessions to ensure accountability, transparency, responsiveness, inclusiveness, empowerment and broad-based participation in the development of CalSAWS Secure Architectural Standards.  The Consortium facilitates the approval process and adoption of standards. 
Vendors are required to provide detailed responses to address the security controls for the seventeen (17) NIST controls. 
[bookmark: _Toc69731830][bookmark: _Toc479782353]Current Maintenance and Operations Change Processes
[bookmark: _Toc68807163][bookmark: _Toc69731831]System Change Request (SCR) Process 
System Change Requests (SCRs) are the documentation used by the CalSAWS Project to track all functional changes to the System. The CalSAWS SCR process is utilized when any new or updated system functionality is needed. The process follows a series of steps that include county/committee input. 
· The requested change is identified through either a State policy letter, a request from a county or created by a CalSAWS team member.
· The CalSAWS team works with the associated CalSAWS committee to determine the approach for the new/updated functionality. Committee approval is part of the standard process, though there are exceptions for time-sensitive changes which may receive expedited approval in order to meet specific timelines.
· Once approved by the county/committee, the SCR is added to the Change Control Board (CCB) agenda for final county review/questions.
· The CCB, with the Regional Managers providing approval on behalf of the counties, is the final design step and the SCR then moves to the build process.
[image: ]The Consortium is interested in ways to decrease the time to process a system change. The following diagram depicts an example of current timing of the SCR  process. 

The Consortium’s change management tool is Atlassian; SCRs are stored in JIRA. The system change process is shown below.
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[bookmark: _Toc69731869]Figure 27 - System Change Request Process
CalSAWS

[bookmark: _Toc69731832]Technical Change Management Process
The CalSAWS technical change management process is utilized when any new technical changes are necessary. The process follows a series of stage gates that are triggered based on the impacts of the request and provides opportunity for the relevant Consortium decision-maker to provide input. 
· The first gate, Integrated Environments, is where large environment and integration change proposals are evaluated for their impact to the system and other vendors. 
· The second gate, Security and Architecture, evaluates changes that impact infrastructure, application design, and networking. 
· The third gate, FinOps, is where requests that have financial impacts or business impacts are evaluated for appropriateness. 
· The fourth and final gate, is Operations / Tech CAB, where changes are evaluated for operations impacts, scheduling dependencies, and implementation plan design.
The process is illustrated below followed by a brief description of each review gate.

[image: Diagram

Description automatically generated]
[bookmark: _Toc69731870]Figure 28 - Technical Change Management Process Workflow

[bookmark: _Toc68807161]Integrated Environments Management
The Consortium leads and facilitates Integrated Environment Management. This program establishes a platform for vendors to discuss and plan environment needs with integration partners and the Consortium stakeholders. On an annual basis, a series of wholistic environment planning sessions is utilized to conduct comprehensive planning and validation of shared documentation. 
Vendors use a common set of templates to document and plan environment details with agreed upon data points which include considerations for purpose, size, data types used, data masking requirements, complexity, integration duration and use case.  The template output is incorporated into the integrated master environment directories, schedule, and mapping which are stored in a shared location as cross-vendor resources.
Security and Architecture Review
The Consortium implemented a formal review process to ensure accountability, transparency, responsiveness, inclusiveness, empowerment and broad-based participation in the development of CalSAWS Secure Architectural Standards.  The process is well documented which includes the process flows, information on the vendor distribution list, instructions and templates. 
Following the core principles, the consortium and vendors will make intelligent decisions that ultimately result in best practices to be adopted as CalSAWS Secure Architecture Standards. The Consortium Architecture Team includes Consortium Security and Architecture teams, Consortium’s QA vendors and AWS advisors.  CalSAWS Vendor Teams participate by attending the bi-weekly meetings to present designs for discussion and consideration and to participate in the review of submissions for consideration.
The Consortium and CalSAWS vendors belong to a single distribution group, so information and communication is transparent and shared with everyone. All artifacts are considered open source and available to all CalSAWS vendors to use. 
Consortium Security and Architecture teams facilitate the meetings and provide baseline Security Standards with CalSAWS vendors to garner feedback, support and ultimately adoption. 
FinOps Management
The Consortium facilitates CalSAWS FinOps Management to foster collaboration across the program to drive decisions based on the business value of the cloud, with a matrix team made up of vendors and Consortium stakeholders across business units so everyone takes accountability and ownership of their cloud usage. The Consortium provides access to FinOps reports that are accessible to all vendors and are timely and accurate point in time datasets. In addition, the Consortium leads optimization efforts that target efficiency and cost savings opportunities that are identified from analysis and technological advancements that become available. 
Operations/Tech CAB Review
The Operations Technical Change Management process as it applies to the production deployment of LRS application changes and to changes to Configuration
Items (CIs) including infrastructure and network components. This process is governed by the Change Advisory Board (CAB), which includes CalSAWS vendors, Consortium technical teams and Consortium QA vendors. 
These changes are technical in nature and support the IT services, hardware, software, configuration to support the CalSAWS systems. Vendors are required to submit a formal proposal for a change to be made, which includes details of the proposed changes and a change window for the proposed change. 
The Tech CAB team approves these changes, as well as the time and date to ensure minimal or no impact to production operations.  Sub-flow processes are well documented to include the Emergency Change request process and to identify the subgroup of the Change Advisory Board that makes decisions about emergency changes. Tech Changes that can impact the functionality and security of the CalSAWS system need to be submitted through ServiceNow and go through the Tech CAB approval process.


[bookmark: _Toc68002168][bookmark: _Toc68002241][bookmark: _Toc68002393][bookmark: _Toc69731833]CalSAWS Future M&O State
This section describes the vision for the CalSAWS future M&O state. The Consortium is interested in vendor input to this vision.  Future procurements for CalSAWS services will require bidders to submit proposal(s) that will help the Consortium increase efficiencies.  The Consortium will seek to identify, design and deploy innovative solutions that will increase efficiency, reduce costs and result in higher levels of system performance for users and stakeholders. The Consortium is working to define a vision that will achieve the goal of application optimization that aligns with industry standards and proven protocols. The Consortium is interested in obtaining vendor input through this RFI process to assist in solidifying the vision of a CalSAWS future state. 
This section provides some direction and context that vendors should consider when responding to the Vendor Questions in Section 7 of this RFI. 
The Consortium is interested in optimizing the core eligibility application. Vendors should consider evaluating the monolithic application and propose phased approaches to further evolve to AWS native services in a serverless architecture.  
The vision is for a vendor to implement more extensive AWS native services, practices and strategies that facilitate a more agile workflow to respond to change more quickly and leave the infrastructure management tasks of capacity provisioning and patching to AWS.  
This future state design would leverage best practices from the AWS Well Architected Framework and seek to align with the serverless designs of other CalSAWS applications. 
The CalSAWS core databases, middleware components, and integrations are also candidates for infrastructure evolution that aligns with existing AWS architecture to reduce cost and improve optimization, scalability and flexibility.
Batch processing design and architecture is under consideration to evolve in a way that improves efficiency and leverages event streaming best practices. 
As technology continues to evolve, the Consortium will regularly evaluate new capabilities to enhance or develop additional services. 
[bookmark: _Toc69731834]Future Maintenance and Operations
The Consortium has developed the following assumptions and definitions for purposes of this RFI. 
[bookmark: _Toc69731835]Potential Scope 
The M&O scope will not include a new or redesigned application.
The M&O scope will include:
· New and refined processes for making changes to the application, getting changes into the hands of the users more quickly and keeping the system current to policy.
· Enhancing and evolving the architecture to ensure application longevity, performance optimization and cost efficiencies.
· Improved rigor regarding the technical infrastructure and operations with an emphasis on implementing world-class security processes and standards.
· For Application Maintenance and Enhancements (M&E), the Consortium will contract for a set of hours per month. Current M&E hours are included in the following table:
[bookmark: _Toc69731875]Table 2 – Current CalSAWS M&E Hours
	Contractor Services - Application Maintenance
	Hours Per Month

	Ongoing Policy, Maintenance & Business Enablement
	15,075

	CalHEERS 
	3,361

	Combined Total
	18,436


· Proposing vendors will bid fully loaded hourly rates for a variety of positions required to design, develop, test and implement those changes. 
[bookmark: _Toc69731836][bookmark: _Hlk67915863]Definitions
The Consortium has developed the following definitions for use in gathering information through this RFI. 
· Infrastructure and Operations: Includes monitoring, upgrading and maintaining CalSAWS IT infrastructure in the CalSAWS AWS cloud to ensure secure, reliable and cost-efficient operations.  This area also includes network management, managed county hardware support and Tiers 1 and 2 Help Desk.
· Tier 1: The first level of the CalSAWS support organization that handles the initial request from the User. If the Service Desk Analyst is successful in finding an answer to the question/problem, the Service Request is diagnosed, then closed.  If the User’s needs have not been addressed, or if more information is required, the Service Desk Analyst may escalate the incident for Tier 2 or Tier 3 support.
· Tier 2: The second level of the CalSAWS support organization that contains deep skills in specific areas that will try and resolve deficiencies that could not be handled by Tier 1. This includes, but is not limited to application support, application usage, and infrastructure support. Tier 2 includes subject matter experts in handling hardware/software issues, CA Service Desk Manager issues, remote maintenance, network, and infrastructure management, as well as supporting user administration and basic application functionality problems.   
· Tier 3: The third level of the CalSAWS support organization that is seen as an expert in a particular area or is part of the management team that can drive to resolution a larger complicated deficiency. Tier 3 includes subject matter experts in application functionality, application error messages, contact center issues, and webportal, as well as policy experts to analyze and resolve public assistance program trouble tickets."
· Application Maintenance, Operations and Enhancements: Includes the processes and services provided to support the CalSAWS software applications, including troubleshooting, modifying, maintaining and enhancing the applications using defined SDLC processes while also ensuring performance and security.
· Architecture/Application Optimization:  Includes optimizing CalSAWS applications to take advantage of cloud innovations and services, new features to enable faster development cycles and lower cost of ownership and maintenance.
[bookmark: _Toc69731837]Future Potential Procurements
[bookmark: _Toc69731838]Procurement Objectives
The following points define the Consortium’s objectives for future M&O Procurements.
· Establish transparency and open communications with the vendor community prior to RFP development. 
· Promote a competitive environment to avoid locking into a specific vendor. 
· Solicit high-quality business solutions resulting in a best value contract for the Consortium.
· Set the stage for maintaining and evolving the application for long term use by the counties.
· Ensure technical operations are efficient/effective and scaled for software in a secure manner.
· Define transitions from the existing contract to the new M&O contracts.
· Ensure business continuity and minimize business disruption.
[bookmark: _Toc69731839]Procurement Scenarios
The Consortium is considering a number of future procurement scenarios to best meet the  procurement objectives.  The Consortium will determine its approach to M&O  procurements after this RFI process has concluded.  For purposes of this RFI, and to elicit vendor input, the Consortium has developed three procurement scenarios to acquire the overall M&O services. Each scenario represents different approaches, timelines, risks and benefits.
Scenario 1 - One RFP and Procurement
[image: ]
[bookmark: _Toc69731871]Figure 29 - Procurement Scenario 1
This scenario would include all services to be acquired through a single procurement and would be awarded to a single prime contractor.


Scenario 2 – Two RFPs and Two Overlapping Procurements
[image: ]
[bookmark: _Toc69731872]Figure 30 - Procurement Scenario 2
Scenario two would conduct two separate procurements that would overlap in time.  Each procurement would result in an award to a single prime contractor.
Scenario 3 – One RFP and Procurement, One or Two Contracts 
[image: ]
[bookmark: _Toc69731873]Figure 31 - Procurement Scenario 3
Scenario three would conduct a single procurement but request two business/ technical proposals: one for the Infrastructure Services and another for Maintenance, Operations, Enhancements and Architecture and Application Optimization.  The contract award could be made to a single vendor or to two separate vendors.
[bookmark: _Toc69731840]RFI Vendor Questions and Responses 
[bookmark: _Toc406449411]The following Table contains a number of questions for vendor consideration. The Consortium is interested in perspectives, suggestions and ideas from the vendor community as it prepares for future M&O procurements. The Consortium encourages vendors to respond to all questions. However, please provide a brief comment if you choose not to respond to a particular question.
[bookmark: _Toc69731876]Table 3 – Vendor Questions and Responses
	VENDOR NAME: 

	CONSORTIUM QUESTION/COMMENT
	VENDOR RESPONSE

	General

	G1. Indicate whether your company would consider bidding on the CalSAWS RFP(s) for services described in this RFI. If you are not interested in bidding, please tell us why.
	

	G2. Describe your company’s experience in maintaining and operating a large-scale solution similar to CalSAWS. Please include duration
	

	G3. List and briefly describe the documentation that your company would need to assist in responding to an RFP for the services described within this RFI.
	 

	Procurement and Contracting

	P1. What perspectives and/or recommendations do you have regarding the three procurement scenarios presented in this RFI and other scenarios that might work well?
	 

	P2. Identify any procurement risks or concerns to splitting service level agreements across multiple vendors.
	

	P3. How would you divide functions, roles, responsibilities and service level agreements for infrastructure, operations, application maintenance and enhancements?
	

	P4. What types of contract terms would prevent your firm from bidding?
	

	Infrastructure

	I1. Please identify key challenges and risks to evolving the CalSAWS core databases, middleware components, and integrations to align with existing AWS architecture to reduce costs and improve optimization, scalability and flexibility.
	

	I2. Describe your Ideas for cost optimization and cost avoidance for cloud infrastructure and SaaS.
	

	Maintenance

	M1. What areas of measurement are applicable for service level agreements regarding infrastructure, security, maintenance, and operations?
	

	M2. The Consortium is in the process of finalizing a structured estimating model for vendors to use when describing application maintenance and enhancement items.  This new model is intended to improve visibility and consistency prior to the approval of change estimates.  Please provide suggestions and concerns regarding the estimation process, categories, parameters, and any experience you may have
	

	M3. Please describe any suggestions that you have for reducing the time and effort from a policy change to automated implementation of the policy.
	

	Solution

	S1. CalSAWS is interested in taking advantage of industry innovations and emerging technologies. Describe how your firm will help the Consortium identify and evaluate these technologies for possible use.
	

	S2. Please describe your approach and experience to a migration from an existing architecture to a serverless architecture. 
	

	S3. How would you utilize Proof of Concepts in application optimization?
	

	S4. Describe how you would approach batch processing optimization and scheduling.
	

	Transition

	T1. How would you approach a staged transition for the application and infrastructure?
	 

	T2. What are the key challenges in taking over the application and infrastructure services? How would you handle those challenges?
	

	T3. Please list and briefly describe the documentation that is essential to application and infrastructure takeover. 
	

	T4. What do you believe would be the optimum duration and the minimum duration for takeover of the application and infrastructure services from the current M&O contractor(s)? Please provide your rationale. 
	

	Other 

	Please share any feedback, suggested requirements or other information your company would consider important for the Consortium to consider with respect to the CalSAWS future M&O procurements and services.
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[bookmark: _Toc69731841]Appendices
[bookmark: _Toc69731842]Appendix A - Vendor Question and Answer Log
Attached is a RFI Vendor Question and Answer Log. This is to be used on when submitting questions per Section 1.1. Key Action Dates.
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