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	Text6: Scope
The CalSAWS APIs are available only to California County development teams which are subject to Privacy and Security Agreements with DHCS and CDSS.  By accessing or using the CalSAWS APIs, you are agreeing to the terms below, as well as any relevant flow-through agreements, such as your county’s Privacy and Security Agreements.

Data Rights and Usage
In order to access the data in these APIs, you are required to provide contact information as part of the registration process.  Any registration information provided must be kept up to date and you must inform CalSAWS of any changes to contact information so that we can provide you with updates which may impact your usage of the APIs.

The credentials issued to you to authenticate and access data in the APIs are to be used only by you and to identify any software which you are using with the APIs.  You agree to keep your credentials confidential.  Credentials may not be embedded in the applications.

Service Terminations
You may terminate this agreement at any time by discontinuing the use of the APIs.  CalSAWS reserves the right to refuse to provide data APIs to you if CalSAWS determines that use violates any CalSAWS policy or any flow-through agreements, or to prevent abuse.

Security
You agree to secure the data to ensure that all data transmissions are authorized and protect all beneficiary-specific data from unauthorized access.  You are responsible for the privacy and security of all API transactions.

In order to use the CalSAWS APIs, you must attest – upon registration and whenever any software makes any API calls – that the software meets the security requirements in CalSAWS’ security policies, NIST Special Publication 800-53, FedRAMP moderate security control baseline, HIPAA, as well as your county’s PSA agreements with California Department of Healthcare Services (DHCS) and California Department of Social Services (CDSS).
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