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1 OVERVIEW

The request for DDID 1783 includes removing the dependencies on Accenture Portal
Service Platform (APSP) external software. This document provides the changes
required fo remove the APSP dependencies.

1.1 Current Design

The application has dependencies on Accenture Portal Service Platform (APSP)
external software. The APSP library is used by the Reports architecture framework and
other classes for String utility functions.

Below are the APSP libraries used by the application:

e apsp-arch-reporting-api-6.0.0.10001.jar
e apsp-arch-reporting-oracle-11g-6.0.1.10001.jar
e qapsp-arch-util-6.2.0.10006.jar

1.2 Requests

Remoce dependencies on APSP external software from CalSAWS application.

© 2019 CalSAWS. All Rights Reserved.
4



2 RECOMMENDATIONS

2.1 Remove External Dependencies

1. Update Reports architecture framework to remove and replace the references
to APSP libraries with JAVA equivalents.
2. Remove the APSP libraries listed below from CalSAWS application:
o apsp-arch-reporting-api-6.0.0.10001 .jar
o apsp-arch-reporting-oracle-11g-6.0.1.10001.jar
o apsp-arch-util-6.2.0.10006.jar

2.2 Use StringHelper instead of APSP StringUtils

1. Update StringHelper architecture Utility class to provide java equivalents of APSP
string utility methods.
2. Update the code references that uses APSP StringUtils to use StringHelper instead.

3 REQUIREMENTS

1. Migration Requirements
DDID Architecture Normalization - Reports architecture
1783 Dependence on APSP library will framework and StringHelper
be removed and it will be class will be updated to
decommissioned from CalSAWS replace the references to
APSP libraries using

4 SUPPORTING DOCUMENTS

Number | Functional Description Attachment
Area

1. Reports List of web services to be APSP - Impact Analysis.xlsx
and removed from YBN and
Online created in LRS/CalSAWS to
support the LA County Lobby
Check-In application.
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1 OVERVIEW

The AMP (Application for Measuring Performance) application records the online
transaction performance for the CalSAWS application. This SCR will update the
application to record online transactions that result in exception pages with the status
of valid transactions and a request type that indicates an exception occurred.

1.1 Current Design

A CalSAWS online transaction that results in an exception (UEID) page is currently
recorded as an invalid transaction. The invalid transactions gets recorded in AMP with
status value of -1.

1.2 Requests

A CalSAWS online transaction which results in an exception page should be recorded
as a valid transaction in AMP.

1.3 Overview of Recommendations

1. Online fransactions resulting in an exception page should be recorded with
status value of 1.

2. To indicate that an exception page was returned, the request type will have a
value of 4 (EXCEPTION: UEID occurred).

1.4 Assumptions

No effort will be made to change statuses from -1 to 1 for existing transactions in AMP.
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2 RECOMMENDATIONS

2.1 Status

Online fransactions resulting in an exception page will be recorded with status
value of 1.

2.2 Request Type

Online fransactions resulting in an exception page will be recorded with a request
type value of 4 (EXCEPTION: UEID occurred).

Other request type values:

R?r?,:?t Description
1 OK
2 BACK/FORWARD button clicked
3 ERR: New window opened using CTRL+N. TOTAL_TIME will be set to -1 for
such records
4 EXCEPTION: UEID occured
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3 REQUIREMENTS

3.1

Migration Requirements

1768

The CONTRACTOR shall modify
AMP to meet the needs of
CalSAWS by:

1) Not using the status value of
“-1" to record transactions
returning error pages

2) Continue importing imaging
transactions for all 58 Counties
provided the new Imaging
solution supports import of
transaction performance data
3) Incorporate command
categorization for all Counties at
the time of migration

4) Capture workstation names
for workstations on which users
use |IE browser to access the
CalSAWS application

Online transactions
resulting in an exception
page will be recorded with
status value of 1 and
request type of 4.

This SCR meets the
requirement #1 for DDID
#1768
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1 OVERVIEW

This System Change Request will standardize the approach used to decrypt properties
used by CalSAWS Online (Weblogic) and CalSAWS Batch (Spring Framework
Container).

1.1 Current Design

Special properties are designed to not be stored in plain text format, samples include
batch database credentials, FTP credentials, etc.

1.2 Requests

Allow generic property encryption for externalized properties.

1.3 Overview of Recommendations

Architecture properties helper/loader mechanism will look for a pattern signifying the
underlying property is encrypted. When encrypted, the helper will look for a hierarchy
of property sources that can be used to decrypt the value.

1.4 Assumptions

The following externalized property injection points will be supported:

1. PropertiesLoaderinterface.loadProperties|)
1. Used by Batch
2. PropertiesHelper.loadProperties()
1. User by Batch and Online
3. Interface will be compatible with Spring Framework ApplicationContextinitializer
to allow usage in Spring Boot applications by configuration of Spring Properties
Factory mechanism.
4. The algorithm and mechanism to be used will come from the standard Java
Cryptography Extension or another readily available industry standard
encryption API.
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2 RECOMMENDATIONS

Allow generic property encryption for externalized properties.

2.1 Identify Encrypted Properties

Encrypted properties will be encased with the following patter af rest ENC\ ((.*?)\)
Where:

ENC\(\) is the pattern delimiter

(.*?) is the encrypted property or property reference

For example: ENC(Zug5zi/nkb7géemG/vf0sIK/ADS1ZSsO)

2.2 Retrieve Encryption Key Flow

Encrypted properties will have to be decrypted using a configurable encryption key
and decryption mechanism. The mechanism will need to allow configuration via one or
more of the following: Java System Variables, Classpath resources, Environment
variables, Role assignments (when available) and finally defaults.
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2.3 Properties Load Flow

Properties Load Flow, new behavior is highlighted by blue dotted rectangle.

ore Properties
Available?

Start Properies
Load

RS

Froperty
EncryptecH

Retrieve
Encryption Kexy

Decrypt Propery

End Properties
Load

Figure 2.3.1 — Properties Load Flow

2.4 Update Properties Helper

PropertiesHelper will inject optional decryption step for properties matching encryption
pattern during Online and Batch application bootstrap.
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2.5 Update PropertiesLoaderinterface

PropertiesLoaderinterface implementations will inject optional decryption step for
properties matching encryption pattern during Batch application bootstrap.

The following implementations will share a common decryption entry point:

1. Database Properties
2. File Properties
3. Command Line Properties

3 REQUIREMENTS

3.1 Migration Requirements

DDID Properties configuration 58 county support is

1772 provided via existing
Codes Table Lookup
mechanism.

Properties framework will
be updated to encrypt
property values.
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