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1.0 Delegated Administration Feature

The intent of the Delegated Administration feature is to enable users that have been
identified and assigned privileges the ability to create, modify (roles and details), and
disable users; as well as grant administrative privileges to other users. A delegated
administrator is a user who is granted admin-level privileges in order to carry out
these functions. This guide will walk you through how to navigate this feature, using
images from the Child Care Provider Portal as an example.

2.0 New User Welcome Email

When a new user is created, this user will receive an email from
support@calsaws.org informing the user that “Your CalSAWS account has been
created”. To activate the new user’s account, the user must check their email to
retrieve a unique link for password reset. Please follow the instructions provided in
this email to reset your password. The new user will become active in the CalSAWS
system once their password isreset.

*For Non-LA County users only

3.0 Delegated Administration Portal Link

To access the Delegated Administration Portal please use the following link:

4.0 Delegated Administrator Capabilities

Delegated Administrators Can:

Create New Users

Add anindividual with no previous CalSAWS ID to the CalSAWS system, creatinga new
account

Edit Users
Modify the details for an existing user within the CalSAWS system

Assign Access
Assign a CalSAWS user a defined role or group membership that provides a
certain level of system access based on the parameters of the role

Reactivate Users
Activate the account of an existing user who's account has expired due to inactivity

Disable Users

Disable an existing user within the CalSAWS system; the user is not permanently
removed

Password Reset
Reset the CalSAWS system password for users within one’s county. Delegated
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Administrator will need to communicate new password to the user
Revoke Access

Disable CalSAWS system access or defined privileges foradesignated user. This

function is used in cases where an employee leaves the company, changes
roles/departments, etc.

Assign Administrator Roles

Assign administrator privileges to another user. Administrator privileges include the ability

to manage other users, assign roles, and revoke access [County Help Desk/
Consortium Administrators Only]

Revoke Administrator Roles

Disable a user’s administrator privileges [County Help Desk/ Consortium
Administrators Only]
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5.0 Create New Users

CalSAWS Delegated Admins can add an individual in their county and, or state-wide individuals
with no previous CalSAWS ID to the CalSAWS system using the steps below:

1. Navigate to your application’s homepage (Qlik, Child Care Provider Portal, OCAT, etc.)
and navigate to the User tab

(/' ForgeRock Help & Support Docs 0 F?rge;yk:“{(:\ e

]

ashboard

Hello, Helpdesk Admin

The ForgeRock End User Ul helps users manage their account data, consent, and shared resources

Edit Your Prafile

2. Select Add New User (+ New User)

l/ Help & Support Dacs ForgeRock
\/ ForgeRock S - 0 helpdesk admin
88 Dashboard
o s User
@ Internal role FargeRock-hosted identity resources
@ Role
8
&, User
Username First Name Last Name Email Address

3. Enter the new user’s information and click Save
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New User

t Nar
Tester

admin1Statewide@testcom

mal Address
admin1Statewide@test.com

4. The new user will now populate in the list of your application’s users

- Fi Rock
(/)Fotgeﬁock Help & Support Docs n o'fe_"f ;Y
velpdesk admin
88 Dashboard
® ron User
@ Intermal rofe ForgeRock-hosted identity resources
B ol
+ NewUser Q  Search
& Use
Username ¢ FirstName ¢ LastName ¢ Email Address
— adminiStatewide®test.com New Tester admintStatewde@test.com 7/
AdminReport@test.com Reports Testing AdminReport@test.com /

5. Toactivate the new user’s account, the user must check their email to retrieve a unique
link for password reset. The new user will become active in the CalSAWS system once

their password is reset.

6.0 Assign Access

1. Navigate to the User tab from your application’s homepage and click on the user who

you'd like to assign access to
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(/' ForgeRock
88 Dathboard
@® Prrofile

@ Internal role

User

ed identity resource

Help & Support Docs

ForgeRock

helpdesk admin

pare
Username First Name Last Name Email Address
adminiStatewide@test com New Tester admintStatewide@test.com
AdminReport@test.com Reports Testing AdminReport@test.com
adminStatewide@test.com tests admin adminStatewide@test.com

2. Oncetheuserisselected, navigate tothe Provisioning Roles tab. Select Add Provisioning
Roles (+ Provisioning Roles) to add access

& UserList

User

New Tester

adninlStatewidedtest.com

Details

Preferences

Provisioning Roles

Direct Reports

+ Add Provisioning Roles

Provisioning Role

Help & Support Docs

Time Constraint

There are no records to show

ForgeRock

helpdesk admin
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3. Begintypinginthe role that you’d like to add the user to; all available roles will populate.
Select your role of choice and click Save

Add Provisioning Roles

Provisioning Role:

child

Child Care Portal User

Assign role only during a selected time period

4. The user’s new role will now populate in the Provisioning Role list

; ForgeRrock
User List
¢ Help & Support  Docs helpdesk admin

User

New Tester

adminlStatewide@test.com
> Reset Password

Details
+ Add Provisioning Roles

Preferences
Provisioning Role Time Constraint

‘ Provisioning Roles
(@) Child Care Portal User

Direct Reports
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7.0 Revoke Access

Revoking access is the ability to remove a user’s access to CalSAWS applications that the user
has defined privileges to. Users are revoked in cases where the user leaves the company,
changes roles/departments, etc.

1. From your application’s dashboard navigate to the Role tab

V/ elo & SUDDo ForgeRock .
\’I ForgeRock Help &Support  Docs 0 ki

Hello, Helpdesk Admin

The ForgeRock End User Ul helps users manage their account data, consent, and shared resources

Edit Your Prafile

2. Allrolesthat the user has been assigned (orapplications which the user has privileges to) will
populate. Select the role(s) you wish to revoke by clicking on the pencil next to the role’sname
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Role

ForgeRock -hosted iden

Y resources

Name Description

Child Care Portal User-dev

The "Child Care Portal User” security role will allow users to access and use the Child Care Portal

Q  Search

» CE—

3. Navigate to Role Members tab and select the user you wish to revoke by checking the
check box next to the user’s name. Then click remove

Role

Child Care Portal User-dev

The "Child Care Portal { curity

ole will allow user and use the Child Care Porta

Detalls

| Role Members

Role Member Time Constraint

Raw |SON
Baretsk,
e

William Baretsky

childcare-system-user-stl

dra Hamilton-Smith

childcare-system-user-st2
David Hamilte

November 12, 2020 2:33 PM to November 12, 2020 7:33 PM

4. You will confirm the removal of this user from the role by clicking Remove

Confirm Removal
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5. Theuser designated for revocation will no longer appear in the list of Role Members

Crhild Care Portal User-dev

+ Add Role Members

| Roke Merrbers
Role Member Time Constraint

8.0 Edit New Users

Eligible fields for modification include: first name, last name, staff type, county, status,
and manager

1. To modify an existing user, navigate to the user tab and select the pencil next to the user
you wish to edit

(/' ForgeRock Help & Support Docs n ForgeRock
esk adr
B
User
@ Internal rcle rgeR e
@ Role
+ New User Q 5

2 Use

Username First Name Last Name Email Address

aominiStatewide@test.com New Tester adminlStatewidedtest.com / _

AdminReport@test.com Reports Testing AdminReport@test.com
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2. Modify the details for an existing user within the CalSAWS system, then click save

0 New Tester

[ ]

*Eligible fields for modification include: first name, last name, staff type, county, status, and
manager

9.0 Enable Users
To enable an existing CalSAWS user you will need to edit the user’s status from
Expired or Inactive to Active outlined in the steps below. Once a user is enabled, that
user will be prompted to perform a password reset. To activate the user’s account,
the user must check their email to retrieve a unique link for password reset. Please
follow the instructions provided in this email to reset your password. Users can also
reset their passwords by navigating directly to

1. From the dashboard navigate to the User tab
(Ilm Hep&Support Dot 0 ;évgeRf:»(t

8 Dastb

Hello, Helpdesk Admin

2. Click on the user who you’d like to enable
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(/' ForgeRock Help & Support  Docs :’orfekock
velpdesk admin
98 Dashboard
P Use
@ Internal role ForgeRock-hosted identity resources
@ Role
+ New User Q  Searct
& User
Username First Name Last Name ¢ Email Address
admin1Statewide@test.com New Tester admin1Statewide@test.com /7
AdminReport@test.com Reports Testing AdminReport@test.com /7

3. Modify the user’s status from Expired or Inactive to Active and click save to confirm the
modification (type active in the status bar)

User

New Tester

adminiStatewidegtest. com

| & ResetPassword |

Details
Usemame
admin’ Statewide@test.com
Preferences
Provisioning Roles pseim
1oning Roles New
Authorization Rales
Last Name
Tester
Direct Reports
R Email Address

adminiStatewide@test.com
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User
admini: ewidaf@itest.co
‘ &3 ResetP; word
| Details
Username
sdmin15tatewide@rest.com
Preferences

Provisioning Roles
Authorization Roles
Direct Reports

Raw JSON

13

First Mame
New
Last Mame

Tester

Email Address
sdmini5tatewide@rest.com

Manager
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10.0 Steps to Disable a User

To disable an existing CalSAWS user you will need to edit the user’s status from Active to
Inactive outlined in the steps below

1. From the dashboard navigate to the User tab
(/'Forgekock Help & Support Docs 0 FWER“I“ v

83 Dashboard

Hello, Helpdesk Admin

The ForgeRock End User Ul helps users manage their account data, consent, and shared resources

Edit Your Profile

2. Click on the user who you’d like to disable

(" ForgeRock Help & Support  Dots Forpefock

helpdesk adm

B Dashboard

ok User

B Intemalrole orgeRock-hosted Identity resources
B Role
+ New User Q  Search
& User
Username First Name Last Name Emall Address
admin1Statewide@test.com New Tester admin1Statewide@test.com /
AdminReport@test.com Reports Testing AdminReport@test.com /
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3. Modify the user’s status from Active to Inactive by typing inactive in the status bar and
click save to confirm the modification

11.0 Password Reset Steps

Steps below outline how to reset the password for users within the Delegated Administrator’s
county. Password reset lasts for 60 days. Once a Delegated Administrator resets a user’s
password, the new password needs to be communicated to the user. After successful
password reset, the user can then log into their CalSAWS account to reset the current
password to a password of the user’s choice using this link:

1. Type in username of the user whose password needs to be reset and press enter.
Delegated Administrators are only able to view user’s within their own county

Us

=0

dentity resources

Usernam First Last Email County County User
e Name Name Address Number Name Type
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2. The user’s account will populate. Click on the user

User

Hosted identity resources

O\ em”ytang )

Usernam First Last " Email ~ County _  County User
e © Name °  Name Address ~  Number Name Type
emily.tan L
emilytan emil tan, accent 19 CBO
ytang Y 8 g@ Angeles
ure.com

3. At the top left, the option to Reset Password appears. Click on Reset Password

User
emilytang
£+ Reset Password
I Details
Username
emilytang
Provisioning Roles
. First Name
Authorization Roles emily
Raw |]SON
Last Name
tang
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4. Type in password of your choice following the guidelines listed, then click Reset
Password to finalize password change

Reset Password

Reset this user password.

Password

Reset Password

CalSAWS e User List

o Dashboard

User

emily tang

emilytang

[&] Internal role

Role

o}

2 User

‘ & Reset Password ‘

Details
Username
emilytang
Provisioning Roles
— | First Name
Authorization Roles emily
Raw JSON
Last Name
tang
¥

© Successfully saved password
Email Address

emilx.tanﬁ@accenture.com
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5. You will then receive notification that the user’s password was successfully reset. The
Delegated Administrator will need to follow up with user to communicate new
password.

12.0 Assign Administrator Role (County Help Desk/ Consortium Administrators
Only)

County Help Desk Administrators and Consortium Administrators have the privilege to add
other users to their designated application (OCAT, Qlik, Child Care Provider Portal, etc.) as
Administrators

1. To add an Administrator, navigate to the Internal Role tab

(" ForgeRock Help & Support Docs o FO'P'E’R“"

85 Dashboar

®

Internal Role

t

Name Description

Child Care Portal Admin Child Care Provider Portal Administrator

2. Click on the pencil next to the user’s name that you wish to make a Delegated Administrator

& Forgenock Wepasiport  Docs () FOUEEROCK
@ oa

& i Internal Role
@ Internalrole ForgeRock-ho: entity resource
e

héd Care Portal Admin Chid Care Provider Portal Adminkstrator - —

3. Navigate to Members tab and select Add Members (+ Add Members)
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B [H[elnd|'R()\e .
B Child Care Portal Admin

d Care Provider Portal Administrator

Details
+ Add Members

Members

e

Rawi JSON
helpdeskAdmin
elpdesk admir

helpdeskadminanduser
nelpdeskadminanduser adminanduser

19 Delegated Administration Training



CalSAWS - California Statewide Automated Welfare System

4. Begintyping the name of the user(s) you'd like to add. Only usersin your designated county and
state-wide users will populate. You can add more than one user

Add Members X

Members

test

admin1Statewide@test.com
New Tester

AdminReport@test.com
Reports Testing

adminStatewide@test.com
testS admin

AutoTest@test.com
automation Testing

caseworker1Statewide@test.com
New Tester

5. Click on your user(s) of choice once the user’'s name populates then click Save

Add Members

Members

New Tester X
admin1Statewide@test.com

Authorization Role Members

Cancel
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6. The user(s) will now show up in the list of Admins for the given application

B \v‘t&'ra‘.h‘o e .
E Child Care Portal Admin

Details
! + Add Members

Member

helpdeskadmin
helpdesk admir

admin1Statewide@test.com

13.0 Revoke Administrator Role (County Help Desk/ Consortium
Administrators Only)

County Help Desk Administrators and Consortium Administrators have the privilegetorevoke
the rights of other Administrators

1. To revoke an Administrator, navigate to the Internal Role tab
4 Forgerock Helpasupport  Docs () ‘°’W‘°:"‘ o~

® e Internal Role

orgeRock-host

Name Description

2. Click on the pencil next to the Delegated Admin that youd like to select
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s t Yocs ForgeRock .
\IIWM Help & Support Docs O IR o
B 0a
e Internal Role
@ Intermalro orpeRock-hosted identity resources
@ Fo
Q

a1

Name Description

Cnid Care Portal Admin Child Care Provider Portal Admiristrator , _

3. Navigate to the Members tab and check the box next to the name of the Administrator whose
access you wish torevoke

g Internal Role
= Child Care Portal Admin

Child Care Provider Portal Administrator

Details
+ Add Members Remove

Members

Member

helpdeskadmin

helpdesk admir

— ) admin1Statewide@test.com

New Tester

4. Confirm the revocation of Administrator access for this user by clicking Remove
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Confirm Removal

Are you sure you want to remove the selected Privilege?

Remove

Members?

5. This user no longer shows up in the Member list of Admins for the given application

& Internal Role List Help & Support Docs fnrgeR,OCR v
helpdesk admin

Child Care Provider Portal Administrator

Details
+ Add Members

Members

Member

helpdeskAdmin
helpdesk admin

helpdeskadminanduser
helpdeskadminanduser adminanduser
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