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Organizing CalSAWS into Feature Modules 
Distilled from our 31 E&E implementations,  

 This is a set of clearly defined feature modules that logically organize the business 
features needed to serve the E&E domain. Shown in Figure 4.2.1-4 below, it serves as our 
reference architecture for analyzing CalSAWS and making recommendations for aligning 
system features, business functions and capabilities into independent microservices. This 
removes the guess work of about which E&E functions go into which microservices.  
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As shown in Figure 4.2.1-9, work begins with a High-Level Migration Assessment and 
Setup phase to finalize the overall database migration roadmap and migration 
development and test environments. We group CalSAWS databases logically into the 
migration waves. We evaluate application integration, data size, archival requirements, 
and estimate the time to migrate each database. Each database and each migration 
will have the same due diligence that we give to production. This will enable us to 
migrate training and sandbox databases with the same reliability and importance as 
production. We will plan with the Counties to work with training schedules and team 
needs. The same way we work to minimize production outages, we will minimize 
outages in any environment. This level of discipline will provide a smooth production 
migration with many practices occurring beforehand. 

 
Figure 4.2.1-9. Incremental Migration Plan. 
 

After the high-level assessment, a series of phases and activities are executed as 
outlined in Figure 4.2.1-10. This is done for each database in each Wave. It begins with a 
deep-dive assessment to confirm the Wave plan and activities and continues until the 
cutover phase.  

 
Figure 4.2.1-10. Migration Approach Built on Deloitte’s DMF Framework. 
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Deloitte’s database migration approach results in a stable and elastically scalable 
CalSAWSCN databases. Once the databases have been migrated to an available 
serverless database engine, the Consortium has a baseline database to support rapid 
modularization and decoupling activities that result in a refactored, cloud native, 
stable, and scalable CalSAWSCN. Additionally, Aurora Postgres will be able to replicate 
data in minutes. This means we can setup a replica data for testing for modularization 
activities and then remove it when no longer needed. As we work through the feature 
module evolution, we can take advantage of this capability to create cleansed test 
data and test at production volumes. This approach will reduce costs for test databases 
by only having them when they are needed for testing and allow us to automate test 
data creation for each of the phases when we break up the monolith reducing overall 
regression testing time and improving quality. 

Refactoring CalSAWS to CalSAWSCN 
After we migrate the databases and have established a flexible cloud native 
foundation, we turn to refactoring the application and evolving the architecture along 
three dimensions:  

• Modernizing the CalSAWS Technology Stack 

• Modernizing the CalSAWS Monolithic architecture to Microservices 

• Modernizing the Functional Features of CalSAWS 

For each of these dimensions we are highly opportunistic in identifying SCRs from the 
CalSAWS backlog that can be addressed. This will provide the Counties and the 
consortium the ability to prioritize and complete functional changes and 
enhancements, which may have been previously put on hold, throughout the evolution 
of the application architecture, modules, and operations. 

Modernizing the Technology Stack 
Our team works with the Consortium to weigh the tradeoffs across technology, cost, 
and features as the technology stack is modernized. This includes whether full 
replacement of a technology makes sense or whether or new feature modules should 
be built using an existing technology. We evaluate and apply these approaches as we 
iterate through the CalSAWS technology stack.  

In Table 4.2.1-4, we outline the technology stack components that we plan to target for 
the CalSAWS modernization. This aligns to requirement ME-5.1-03 to move from the 
existing Oracle stack to a new architecture. Replacing these components enable the 
Consortium to have a lightweight set of microservices which consume fewer resources. 
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Figure 4.2.1-13. Proposed Plan for Task Management Redesign. 
 

Following the task management redesign, we integrate task management changes 
with the CalSAWSCN modularization development plan and leverage integrated AI 
components. 

Optimizing with Artificial Intelligence (AI) and Automation 
Keeping workers engaged and focused on high-value customer facing activities is the 
top priority of HHS agencies nationwide. To effectively prioritize and engage workers on 
customer-facing activities, we utilize AI and machine learning (ML) assisted technology, 
which enhances efficiencies, increases worker capacity, and diminishes errors that 
hinder advancements toward business outcomes. Figure 4.2.1-14 provides a visual 
representation of the comprehensive support offered by AI/ML. 
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We work with the Consortium to prioritize key capabilities such as Privileged Access 
Management to reduce the risk of service/non-human accounts and improve the 
operational security of the solution.  

• Evolve – Focus on proactively understanding the future needs of the CalSAWS security 
program. With a customer-centric focus, we improve the security posture, leveraging 
the enhanced authentication and authorization identity platform with password-less 
authentication, integrated threat modeling, security-by-design, architecture reviews, 
and continuous application security testing. 

• Fortify – This addresses CalSAWS’ core resiliency. Fortify activities shield and protect 
CalSAWS against evolving threats and attacks. Together, we prioritize goals for cyber 
reconnaissance to identify potential security vulnerabilities from an attacker’s 
perspective. We implement Deloitte’s Detect and Respond services to focus on 
advanced threat intelligence, threat hunting, and application security monitoring.  

Reducing Costs 
The application / architecture evolution to serverless 
delivers cost savings by fully using AWS Cloud pay for 
usage and value models. The Consortium gains full 
transparency into the cost and usage of individual 
components providing optimized consumption 
manageability. Design considerations must factor in 
correct patterns, choice of native services, accurate 
configurations, and expected transaction volumes. 
Deloitte uses our Financial Operations (FinOps) practice, 
highlighted Figure 4.2.1-16, to review cloud financial 
management capabilities, address peaks and valleys in 
spend, foster mid- and long-range planning. 

 

 
Figure 4.2.1-16. Driving FinOps Discipline Nationwide. 
 

Improve Optimization, Flexibility, Scalability 
The new CalSAWSCN system architecture optimizes resource usage based on actual 
user need rather than large, static allocations for peak resource demand. The new 
CalSAWSCN also takes advantage of the elastic nature of the cloud, enabling scalability 
for each module to grow and shrink, releasing resources when not needed. This reduces 
manual processes and the associated delays in legacy architectures like the current 
CalSAWS. CalSAWSCN enables resources to be rapidly provisioned in real-time, even for 
unforeseen peak loads and disproportionate growth such as during natural disasters, 
seasonal influx, and open enrollment. Lastly, flexibility increases with the ability to deploy 

• Deloitte optimized 
cloud spend on 
BenefitsCal by 
reviewing service 
transaction volumes 
by month and across 
environments.  

• Deloitte helped the 
Consortium reduce 
AWS costs for 
BenefitsCal by 65% 
per month. 
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individual serverless feature modules maintained, updated, or changed independently. 
This reduces the time needed to test changes as they are more contained. Features 
can be added independently and deployed frequently without creating downtime or 
impacting system performance. This enables the Consortium to deliver more SCRs and 
deliver them more quickly. 




