CalSAWS

California Statewide Automated Welfare System

Lobby Monitor Setup Guide

The configurations will be covered in the following order:

OTMOUO®>

Obtaining a URL for an office’s Lobby Monitor

Provisioning a workstation

Installing and configuring Google Chrome

Setting up a Windows 10 account for the Lobby Monitor

Setup Daily Restart Schedule for Lobby Monitor workstation
Setup policy to allow automatic media play in Google Chrome
Additional settings and configuration

Obtaining a URL for an office’s Lobby Monitor

Every CalSAWS office has a unique Lobby Monitor webpage. The URL for this
webpage is located on the Lobby Monitor Detail page. Follow the instructions
and screenshots below to obtain an office's Lobby Monitor URL.

1. From the landing page, hover over Admin Tools and click on Office Admin.
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2. In the left task navigation column click Lobby Monitor. This will open the
Lobby Monitor Search page.
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This Type 1 page took 0.32 seconds to load.

3. On the Lobby Monitor Search page, click on the Office ID that corresponds

to the Lobby Monitor workstation you are configuring. Clicking on the Office

ID will take you to the Lobby Monitor Detail page for that location.
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4. The Lobby Monitor link will be located at the bottom of an office's Lobby
Monitor Detail page under the Customer Dashboard Link heading.
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This Type 1 page took 0.82 seconds to load.

B. Provision a workstation

1. The Lobby Monitor workstation should be imaged with Windows 10, and
contain the County's standard anti-virus/encryption solutions.

2. You may need a local administrator account and password for this
workstation to complete the auto-logon and daily restart steps in sections D
and E. If your workstation is domain joined, you may also accomplish this
using Group Policy.

C. Installing and configuring Google Chrome

Google Chrome is the supported browser for displaying the Lobby Monitor due
to its ability to operate in full-screen kiosk mode and text to speech capabilities.
Follow the instructions below to setup and configure Google Chrome for use with
the Lobby Monitor.

Note: The enterprise version of Google Chrome browser is available for
download from Google at the following location:

https://cloud.google.com/chrome-enterprise/browser/download/
3



https://cloud.google.com/chrome-enterprise/browser/download/

Download the Chrome Bundle for Windows 64-bit (stable channel).

1.
2.

Login to the workstation with an account that has local administrator rights.

Download the enterprise version of Google Chrome, and run the installation
accepting all the default values.

Copy the Google Chrome shortcut from the Desktop and save it to the
following Windows directory:
C:\ProgramData\ Microsoft\ Windows\ Start Menu\ Programs\ Startup

Right click on the Google Chrome shortcut that was just created in the
Startup folder and choose Properties. Under the Shorfcut tab, add --kiosk
followed by the Lobby Monitor URL obtained from the Office Detail page to
the end of the current Target text field value. The following is an example of
the full text in the target field for demonstration purposes:

“"C:\Program Files(x86)\Google\Chrome\Application\chrome.exe" —kiosk
https://web.calsaws.net/lobby-service /webcontent/monitor/#/office /xxxx

[ Google Chrome Properties x

Security Details Previous Versions
General Shorteut Compatibility

() Google Ch
"' nogle Chrome

Target type: Application

Target location: Application

Target: |r'C “Program Files mEE}'-Gnngle'-&mme"-App\lcatl| h

Start in |“C \Program Files (86\Google -(hrnme'-App\icati|

Shortcut key: |Nona |

Run: Mormal window hl

Comment |Acness the Intemet |

Open File Location Change Icon... Advanced...

Cancel 2oply

Note: The provided arguments will start Chrome and launch the Office’s Lobby

Monitor in kiosk mode. Kiosk Mode opens Chrome in full screen and disables most

keys on the keyboard from interacting with the window. To exit the Kiosk Mode
Chrome window, press <Alf+F4>,

. Setting up a Windows 10 account for the Lobby Monitor

The following instructions cover how to create a non-admin account in Windows
10 and setup automatic logon.

Note: If your county will be using a domain account for this purpose, you can skip
the Account Setup section. The account should still be setup for automatic logon

either by following the instructions in the Autologon Setup section or by using
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your county’s own preferred method for accomplishing this, such as Group
Policy.

Account Setup

1. On the Windows desktop from an administrator account, right click the Start
menu icon and choose Computer Management.

Disk Management

Computer Management

Command Prompt

Command Prompt {Admin})

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

2. Expand Local Users and Groups, then choose Users.

A& Computer Management - O x

File Action View Help

e=|a@ k= BE

A (;nmputErManagEmEnt (Local]| Name Full Name Description Actions

~ it é)';tTE”" Tools B Administrator Built-in account for administering... Users -
ask Scheduler ;) Defaulthccount A user account managed by the s... More Actions

2] Event Viewer
[@a| Shared Folders
w ¥ Local Users and Groups|
| Users
| Groups
(%) Performance

Py Guest Built-in account for guest access t..,

& Device Manager
3 Storage

w= Disk Management
:;‘:; Services and Applications

3. Right click on Users and choose New User...



A Computer Management (Local | Name

v [} System Tools B Administrator
@ Task Scheduler

. &DefaultAccount
@ Event Viewer &Guest
2| Shared Folders
~ % Local Users and Groups
| Users
| Grod New User...
@z‘:} Perform )
:.l.: Device I e >
155 Storage Refresh
O DekMa et List..

T Services anc

Help

4. Create a user named: ‘CFDUser’. The password can be set according to your
county’s password policy with respect to length and complexity. This
password should be set to never expire. Verify all options match the following
screenshot.

| New User ? X

Usar name ‘CFUUSO‘
Full name |c £DUser

Description: |Cu::omef Facing Dashboard User Account

Password: sesssnene

Cenfim password ssssensne

[[] User cannct change password
[[] Password never expires
[[] Accourt is disabled

Help Close

Autologon Setup

The ‘Network Places Wizard' is a built in Microsoft utility that provides a GUI to
make registry changes allowing an account to automatically logon to Windows.
This program will need to be run with elevated privileges.

1. Right click the Start menu icon and choose Run.



Settings
File Explorer
Search

Run

Shut down or sign out

Desktop

A new window will open, type in netplwiz.exe and select OK.
Select (Highlight) the CFDUser account created in the previous steps.

Uncheck the box stating Users must enter a username and password to use
this computer.

User Accounts X
Users  Advanced

qz Use the list below to grant or deny users access to your computer,
““¥» andto change passwords and other settings.

ID?Useis must enter a user name and pasé-ﬂdrd to use this (cr}\p‘ute'r: |

Users for this computer:

| User Name Domain Group
i &2 Administrator 99ADFDX001 Administrators
24 CFDUser 99ADFDX001 Users

d, Femove Properties

Password for CFDUser

QL‘ To change the password for CFDUser, click Reset Password.
s

Click OK

A new pop up will require you to enter the password twice for the CFDUser
account.

Click OK



Automatically sign in X

! You can set up your computer so that users do not have to type a user
& name and password to sign in. To do this, specify 8 user that vall be
automatically signed in below:

User name: | CFDUser

Password: ey

Confirm Password: % uo-u-u{

Password for CFDUser

.2“ To change the password for CFDUser, click Reset Password.

Reset Password

oK Cancel Apply

E. Setup Daily Restart Schedule for Lobby Monitor workstation

The following steps will setup a scheduled task to perform a daily restart of this
workstation. Alternatively, this may be accomplished using Group Policy if the
workstation is joined to the County domain.

1. Right click the Start Menu icon and choose Computer Management.

Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

2. A new window named Computer Management will open.



File Action View Help

Sl AR
& Computer Management (Local '} 0 Statiis| Tiiggeis Next Run Time  Last Run Time Laf | Actions
4 [f} System Tools — Task Scheduler Lib &
5 @TaskS:heduler (%{11135733-1... Ready When thetaskis created or modified 7/31/2010 2:28:17 PM  Th eSS arst LSRRI,
Task Scheduler Libr: 3 Create Basic Task...
> & Event Viewer ] Create Task...
~ | Shared Folders £ impoit Task
» 8 Local Users and Groups 5 dmp
- (%) Performance 7 Display All Running Te...
) Device Manager 7 Enable All Tasks History
@
a5 Storase 4 Mew Folder...
{28 Disk Management
ervices and Applications ™ T 2 v View 3
(i Refresh
General | Triggers | Actions | Conditions | Settings | History (disabled) o A
Hel
Name: {11135733-13CC-4750-88F7 -86 0665642419} i E P
Selected tem -
Location: %
Author: Run
Description: ¥ End
I Disable
A Export...
1 X Properties
K Delete
Security options
o8 [ Hep
When running the task, use the fallowing user accaunt:
CIVBASENAdministrator
) Run only when user is logged on
Run whether user is logged an or not
Do not store password. The task will only have access to local resources
_ P — - m =i
] i G
3. Under Computer Management (Local), expand System Tools. Then, expand

Task Scheduler and select Task Scheduler Library.

A4 Computer Management (Local)
v [fk System Tools
v @ Task Scheduler
@ Task Scheduler Library

{2] Event Viewer

@] Shared Folders

$ Local Users and Groups

(R) Performance

% Device Manager

w 55 Storage

== Disk Management

Services and Applications

4. On theright side under Actions, choose Create Basic Task...

Actions
Task Scheduler Librany -
E Create Basic Task...
t  Create Task...
Import Task...
[Z Display All Running Tas...
& Disable Al Tasks History
Mew Folder...
View »
@, Refresh

E Help




5. Enter "6 AM Restart” in the Name: field and click Next.

Create Basic Task Wizard — - - — - g

@ Create a Basic Task

Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such 2s multiple task actions or triggers, use the Create Task command in the Actions pane.
Action Name: 6 AM Restart

el Description: |

6. Choose the Ddaily option, then select Next.

Create Basic Task Wizard — - - — - g

@ Task Trigger

Create a Basic Task When do you want the task to start?

o
Action )
Finish =) ey i
© Monthly
i
") Onetime

*) When the computer starts
") When1log on

(©) When a specific event is logged

s [Cne ] o)
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7. Verify the Start date is today’s date, set the Start time to 6:00:00 AM, and
change the value for Recur every: [ ] days to 1. Click Next.
—]

Create Basic Task Wizard - —

@ Daily

Create a Basic Task Stat 820/2017 [~ | 6:00:00@Y 2| [] Synchronize across time zones
Trigger

e | o

Action

Finish

<Back || Net> || Canca |

8. Choose the Start a program option and click Next.
[=7=)

Create Basic Task Wizard - - —

@ Action N

Create a Basic Task
What action do you want the task to perform?

Trigger
Daily i
[EETN 6 strt s program |
Finish © Send an e-mail t
’

©) Display a message

<Back | [ Met> |[ canca |
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9. In the Program/script: box enter C:\Windows\ System32\shutdown.exe and in
the Add arguments (optional): field enter -F -R. Click Next.

Create Basic Task Wizard - — ===

.@ Start a Program

Create a Basic Task

Trigger Program/script:
Bai; CAWindows\System32\shutdown exe @
Action
Add arguments (optional): R
Finish

Start in (optional):

e | v | mpom—g

10. On the Summary screen, check the box for Open the Properties dialog for this
task when I click Finish. Click Finish.

Create Basic Task Wizard — — . — - . - [
@|  Summary

Create a Basic Task

s Name: 6 AM Restart
Daily Description:
Action

Start a Program

Trigger Daily; At 6:00 AM every day
Action: Start a program; C:\Windows\System32\shutdown.exe -F -R

Open the Properties dialog for this task when I click Finish

When you click Finish, the new task will be created and added to your Windows schedule,

<Back | [ Finsh || Concal
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11. Under the General tab, look for Security Options and select the Run whether
user is logged on or not option. Click OK.

(%) 6 AM Restart Properties (Local Computer) [

General | Triggers | Actions | Conditions | Settings | History (disabled)

Name: 6 AM Restart

Location:  \

Author: C-IVKiosk\Administrator
Description:

Security options

When running the task, use the following user account:
C-IKiosk\Administrator
© Run only when user i< logged on

@ Run whether user is logged on or not

[] Do not store password. The task will only have access to local computer resources.

[C] Run with highest privileges

[ Hidden Configure for:

Windows Vista™, Windows Server™ 2008 V]

12. When prompted, enter the Username and Password for the Local
Administrator account.

B

General Triggers Actions Conditions Settings History

Name: IBAM Restart

Location:  \

Author: S9ADEDX Task Scheduler ? X
Description: 5’;}
A
Enter user account information for running this task. B
Security options
When running the task| User name: I € 9ADFOX001\Admnistrator |
99ADFDX00T\Admini: d:

O Run only when user
@ Run whether user is

Cancel
[ De not store pas E

[[] Run with highest privileges

rces.

[] Hidden Confi for: |Wind

Vista™, Windows Sesrver™ 2008

13. While viewing the Computer Management window, select the new task in
the list named 6 AM Restart, then click Run under Selected Item on the right.
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File Action View Help

e HEEE

(& Computer Management (Local 'y Status Triggers NextRun Time Last Run Time Laq | Actions
4§ System Tools 11357331, Ready Wh Py 28 Task Scheduler Library N
4+ ) Task Scheduler 2 .. Ready When thetack is created or modified 7/31/2010 22817 PM_ Th
Task Scheduter Libr | © R T 8/31/20176... Never © Create Basic Task...
(& Event Viewer T Create Task..
» 5] Shared Folders e —
+ 3 Local Users and Groups|

» () Performance 7 Display All Running Ta...

24 Device Manager " Enable All Tasks History
4 25 Storage

4 New Folder...
{2 Disk Management
. E Services and Applications ||| < [ i 0 3 View »

G Refresh

General | Triggers | Actions | Conditions | Settings | History (disabled) B e

Help

Nome 6 AM Restart -

Selected Irem a

Location:  \

gl
Author: C-IWKiosk\Administrator = ‘Ii
&+

Description: End

-

Disable
Export..

m

X Properties
K Delete
H Hep

Security options
When running the task, use the following user account:
C-VKiosk\Administrator
Run only when user is logged on
(@ Run whether user is logged on or not

Do not store password. The task will only have access to lacal resources

. _— yjp—— . N b
« i {3

Runs the selected task.

14. You will receive a message that Windows will shut down in less than a minute.
The workstation will restart.

At this point, the workstation should be configured to 1) automatically login with
the CFDUser account, 2) launch the Lobby Monitor webpage, and 3) restart at 6
AM each morning.

F. Setup policy to allow automatic media play in Google Chrome

The following instructions cover how to import Google’s policy templates for
Chrome into Local Group Policy Editor and enable the AutoplayAllowed Policy
for Google Chrome. Alternatively, this may be accomplished using Group Policy
if the workstation is joined to the County domain.

1. Login to the Lobby Monitor workstation with an account that has
administrator rights.

2. Open your preferred internet browser and enter
https://dl.google.com/dl/edgedl/chrome/policy/policy templates.zip in the
browsers address bar to download the policy templates. The downloaded file
will be named policy_templates.zip.

3. Navigate to the location where the downloaded file was saved. Right click
policy_templates.zip and select Extract All...
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https://dl.google.com/dl/edgedl/chrome/policy/policy_templates.zip

&« v 4 ¥ » ThisPC > Downloads »

[0 Mame
J Quick access

policy_templates.zip
Open

Cpen in new window

| Extract All..

4. In the Files will be extracted to this folder box, enter C:\Policy_Templates.
Click Extract.

¢ Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder:

|1 :\Policy_Templates| Browse...

Show extracted files when complete

Cancel

5. Right click the Start menu icon and choose Run.
Settings
File Explorer
Search

Run

Shut down or sign out

Desktop

6. In the Open box enter gpedit.msc and click OK.
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7. Expand Computer Configuration and select Administrative Templates.

Type the name of a program, folder, decurment, or Internet
resource, and Windows will open it for you.

Open: | gpedit.msc| ~

9 This task will be created with administrative privileges,

Browse...

= Local Group Policy Editor
File Action View Help
e | 2E=2 Bml T

]

P

=[ Local Computer Policy
~ & Computer Configuration
~| Software Settings

| Windows Settings
~ &, User Configuration
~| Software Settings

_| Windows Settings
_| Administrative Templates

~ Administrative Templates

Select an item to view its description,  Setting
_| Control Panel
| Network
| Printers
| Server
| Start Menu and Taskbar
| System
| Windows Companents
2 All Settings

State

\ Extended AStandard

8. Right click Administrative Templates and select Add/Remove Templates...

=/ Local Computer Policy

~ i Computer Configuration
~| Software Settings
| Windows Settings
_| Administrative Templates

_ Administrative Templates

Select an itern to view its description

v i, User Configuration

Add/Remove Templates...

~| Software Settings
_| Windows Settings
_| Administrative Templates

Filter On
Filter Opticns...
Re-Apply Filter

All Tasks »
View »
Export List...

Help

9. Inthe Add/Remove Templates window, click Add...
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All Setti Setting
Add/Remove Templates X

Des
The
Ten
bas

Curmrent Policy Templates:

Name Size  Modfied

Ren]c..v.e C]ose

10. Navigate to C:\Policy_Templates\windows\adm\en-US. Select chrome.adm
and click Open.

&[] = | enus = o X
Home Share View 2]

« v 4 > ThisPC > Windows (C) > Policy_Templates > windows > adm > en-US v/ 0| | Sea

AN tem e
G G e Name Date modified Type Size

[ Desktop | chrome.adm 9/11/202010:04 AM  ADM File 1,050 kB

& Documents
Favorites
Microsoft Teams Chat Files
&1 Pictures
v [ ThisPC
9 3D Objects
I Desktop
& Documents
& Downloads
D Music
& Pictures
B Videos v

1 item HE

11. When the template has been properly loaded, the previous Add/Remove
Templates window will now show chrome. Once you have verified that
chrome has been added click Close.

|=/ Local Computer Palicy " Administrative Templates
w il Computer Configuration _ :
| Software Settings All 3ettings - Setting
= Wind_m.:\rs Se.ttings Des gadts
| Administrative Templates The :
v % User Configuration Ten el ey e L
~| Software Settings basi | Name Size  Modified
| Windows Settings 2] chrome 822KB 9/17/20199:28
_| Administrative Templates
Add... Remaove Close

12. Expand Administrative Templates > Classic Administrative Templates (ADM) >
Google. Select Google Chrome.
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~ & Computer Configuration

| Software Settings
| Windows Settings
~ | Administrative Templates

| Control Panel
| Metwork
| Printers
| Server
~| Start Menu and Taskbar
| System

| Windows Components
w || Classic Administrative Templates (ADM)
v || Google
Iv _| Google Chrome I
- Contentsettings
| Default search provider

~| Deprecated policies

Extensions

Google Cast

HTTP authentication
Legacy Browser Support
Mative Messaging

13. Folders and unconfigured policies should be viewable on the right once
Google Chrome is selected. Scroll down and double click Allow media
autoplay.

| Google Chrome
Allow media autoplay Setting State
i=| URLs that will be granted access to audio capture devices wi... Mot configured
Edit policy setting ~

= Enable AutoFill for addresses Naot configured

Requirements: - Enable AutoFill for credlt cards Mot configured

Microsoft Windows 7 or later

Allow media autoplay Not configured I

o Allow media autoplay on a whitelist of URL patterns Naot configured
Description:

Allows you to control if videos can
play automatically (without user
consent) with audio content in
Google Chrome.

Continue running background apps when Google Chromei.. Mot configured
Block third party cockies Not configured
Enable Bookmark Bar Naot configured
Enable add persen in user manager Mot configured

If the policy is set to True, Google Enable guest mode in browser Mot configured

Chrome is allowed to autoplay
media.

If the policy is set to False, Google
Chrome is not allowed to autoplay

Enforce browser guest mode Naot configured
Allow queries to a Google time service Mot configured
=| Browser sign in settings Not configured
media. The AutoplayWhitelist Use built-in DNS client Naot configured
policy can be used to override this Disable Certificate Transparency enforcement for a list of su.. Mot configured

for certain URL patterns. \i=| Disable Certificate Transparency enforcement for a list of Le... Mot configured
By default, Geogle Chrome is not

i

Disable Certificate Transparency enforcement for a list of UR Mot configured

allowed to autoplay media. The V= . .
AutoplayWhitelist policy can be |iz| Enable Chrome Cleanup on Windows Mot configured

14. Select Enabled and click OK. This will set Google Chrome to automatically
play video and audio media by default.
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& Allow media autoplay

E} Allow media autoplay

() Mot Cenfigured Comment:

O] Enab\adl

() Disabled

Options:

Previous Setting Next Setting

Supported on:

Microsoft Windows 7 or later

Help:

Allows you to control if videos can play automatically (without
user consent) with audie content in Geegle Chrome,

If the policy is set to True, Google Chrome is allowed to autoplay
media.

If the policy is set to False, Google Chrome is not allowed to
autoplay media. The AutoplayWhitelist policy can be used to
override this for certain URL patterns.

By default, Google Chrome is not allowed to autoplay media.
The AutoplayWhitelist policy can be used to override this for
certain URL patterns.

Note that if Google Chrome is running and this policy changes, it
will be applied only to new opened tabs. Therefore some tabs
might still cbserve the previous behavior,

Reference: https://www.chromium.org/administrators/policy-
list-3#AutoplayAllowed

o

G. Additional settings and configuration

Outside internet access is required for the audio component of the Lobby
Monitor solution. The County will be responsible for providing outside internet
access through the usage of a proxy server, if necessary. Proxy settings will need
to be applied locally to the workstation or pushed through Group Policy.

The Text-To-Speech engine currently used is provided by Responsive Voice. The
following domains will need to be permitted through the outside internet proxy:

* responsivevoice.com and *.responsivevoice.org.

Once the proxy has been configured and settings have been applied to the
workstation, test connectivity to www.responsivevoice.com and
www.responsivevoice.org in the Chrome browser. Verify that both pages load

successfully and without errors.
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