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Staff Account – Security Profile
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CalSAWS CalWIN – Security profiles 
Security profiles

Assumptions:  
1. Security profiles (project maintained)  

and offices and units will be 
converted

2. Counties will have the opportunity to 
create county Security profiles and 
update county staff security profiles 

Project Maintained Roles
 Child Care Staff  Hearings Staff
 Child Care Supervisor  Hearings Supervisor
 Clerical Staff  Help Desk Staff
 Clerical Supervisor  Marketing Staff
 Collections Staff  Marketing Supervisor
 Eligibility Staff  Oversight Agency Staff
 Eligibility Supervisor  Quality Assurance Staff
 Employment Services Contracted Staff  Quality Assurance Supervisor

 Employment Services Contracted 
Supervisor  Quality Control Staff

 Employment Services Staff  Quality Control Supervisor
 Employment Services Supervisor  RDB Staff
 Executive  RDB Supervisor
 Fiscal Staff  Special Investigations Staff
 Fiscal Supervisor  Special Investigations Supervisor

 View Only



CalSAWS |  Security and Configuration – CalSAWS CalWIN  4

Conceptual View

Security
Roles

Staff

Positions
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Security Roles Overview

Users
Security roles are assigned to 

Users, which are linked to 
rights and groups.

Groups
A group defines an authority 
level; what a user has access 
to. Examples: Create Address, 
Case View, Demographics Edit

Security
Roles

Rights
Rights specify the level of 

access for groups. 
Examples: PersonEdit, 

CaseAssignmentListView

Roles
A role defines how different 
users, such as supervisors or 

workers, access different 
types of data.

Fiscal Staff

Eligibility 
Worker

Employment
Services
Worker 
(WTW)
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Staff Overview

Security/Access

Language

A

Login
Create login

Password
Assigned in CalSAWS

Staff
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Staff Detail

Staff

General Staff Information 
Name

E-mail Address Information 

Spoken Language
Written Language

Status Code Classification 
Title 

Employee 
Number Staff ID
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Security Assignment

Staff

Security Profile
Name

Assigned Security Roles
Assigned Security Group

User Name Login Status Password Regional Call 
Center
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Staff Account – Security role
Navigation:
     Global: Admin Tools
     Local: Office Admin
     Task: Staff

Click the Search button then the “Add 
Staff will be enabled
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Staff Detail and Security Assignment

Staff

Staff

Staff

First Name First Name
Middle Name Middle Name
Last Name Last Name 
Suffix Suffix
Classification Title County Specific 

Staff Status Code
Email County e-mail 
County System Generated 
Staff ID System Generated 

Security 
Assignment

User Name County e-mail 
Password Info ** System Generated
Password Change 
Date System Generated 

Worker ID Converted and created
Security Role/Group Project maintained roles
Regional Call 
Center

One staff account = 
1 Unique e-mail account

Users can have multiple 
Worker id = Position ID
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Office, Unit, Position setup training and 
Position/worker id
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Office Detail

Office
General Office Information 

Office Name

Address Information 

Public Hours of Operation 

Programs Offered 

Office ID Begin and 
End Date Office Type Accepts E-

Applications 

Phone Information 

Office Relationship
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Unit Detail

Unit
Unit Detail

Unit ID Unit Name Unit Type Department Begin and 
end Date 
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Positions Overview
Putting it all together

General Position Information
Office name

Case Flags – Task 

Appointment Threshold 
Programs

Positions

For UAT Wave 2-6 
• Creating 2 offices-1 unit
• 1 Bank caseload

Section Unit ID

Legacy File Number 

Phone information
Quality Review Type(s)

Once you create a position 
you can copy it

If a task is on and the position 
is configured to receive it, the 
assigned worker will receive it 

Exception- Banks 
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Staff Assignment

36 /

Security
Roles Staff

Positions

County ID Department ID Office ID Unit ID Position ID

Putting It Together: The Worker ID

AS / 20 / A2 / 06 
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Positions Overview
Putting it all together

36 /
County ID Department ID Office ID Unit ID Position ID

AS / 20 / A2 / 06 
County

Department

Unit

Position 1

Office Office

Position 2

Department

UnitUnit Unit

Positions

The Worker ID

For UAT Wave 2-6 
• Creating 2 offices-1 unit
• 1 Bank caseload
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Staff Assignment
Putting it all together

Positions

Staff Assignment Detail 

Worker Identification Staff Name Begin End Date 

Staff
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Office Setup
Navigation:
     Global: Admin Tools
     Local: Office Admin
     Task: Office 
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Office Setup - Unit
Navigation:
     Global: Admin Tools
     Local: Office Admin
     Task: Unit
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Office Setup - Position
Navigation:
     Global: Admin Tools
     Local: Office Admin
     Task: Position
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Office Setup – Staff Assignment
Navigation:
     Global: Admin Tools
     Local: Office Admin
     Task: Staff Assignment

Select Worker ID (position) 
and Staff name to link them 
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Task Admin
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Tasks
Task Management 

•Tasks may be created in one or more of the 
following ways:
1) Real time
•The system will create the task instantly.
2) Batch process
•The system will create the task after the 
appropriate batch jobs run.
3) Manual
•The user will create the task via the “Add Task” 
button found on the Worklist page or the Task 
Search page.

Task Management
CalSAWS System includes Task 
Management functionality that allows 
users to view and manage Tasks through 
various online pages in the application
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Tasks
Task Management- Admin 

Task Management Administration 
Overview
The Task Management Administrative 
pages allow counties to customize tasks. 
These pages allow counties to: Customize 
Task Types and Task Sub-Types; modify 
existing tasks reporting and export 
functionality; reassign tasks through an 
overnight batch process according to 
criteria the User identifies; and allow 
counties to customize automated task 
creation as follows:
•Enable or disable task creation for each 
system defined Automated Action. 
•Update the Task Type and/or Task Sub-
Type for each enabled Automated 
Action.
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Tasks
Task Management- Admin 

Task Type List Page
The Task Type List page is used to search for 
Task Types that have been defined by the 
county. 
The following search fields display on the Task 
Type List page:
•Name – Indicates the name of the Task Type.
•Category – Indicates the Category of the Task 
Type.
•Priority – Indicates the Priority of the Task Type.
•Available Online – Indicates if the Task Type is 
available for the User to select on the Task 
Detail page. 
•Available for Automation – Indicates if the 
Task Type is available for use when an 
automated task is created by the System. 
To search for a Task Type, enter the search 
criteria and click the Search button.
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Tasks
Task Management- Admin 

Task Type List Page
The Task Type List page is used to search for Task Types that have been defined by the 
county. 
The Search Results Summary section contains the following: 
•Priority – Indicates the Priority of the Task Type. One of the following icons will display 
indicating which of the four Priorities apply to the corresponding Task Type:

•Name – Displays the name of the Task Type. Click the Name hyperlink to access the Task 
Type Detail page in View mode. 
•Category – Displays the Category that the Task Type is associated to.
•Available Online – Indicates if the Task Type is available for the User to select on the Task 
Detail page. 
•Available for Automation – Indicates if the Task Type is available for use when an 
automated task is created by the System. 
•Add Task Type – Click this button to access the Task Type Detail page in Add mode. 
•Edit – Click this button to access the Task Type Detail page in Edit mode.
•Remove – Click this button to delete the selected Task Type records. 
Note: A check box does not display for Task Types in use. These cannot be removed.
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Tasks
Task Management- Admin, Activating task

Navigation:
     Global: Admin Tools
     Local: Admin
     Task: Automated Actions 
> Task Admin

Users can sort and scroll
Or search by name 
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Tasks
Task Management- Admin, Activating task

Navigation:
     Global: Admin Tools
     Local: Admin
     Task: Automated Actions 
> Task Admin

1. Users can sort and scroll
Or search by name
2. Click the edit button 
3. Update the status to 
active 
4. Click the save and return 
button  
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Banks 
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System Demonstration and hands-on Training 
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Bank

Bank Detail

Bank name

Additional Associations

General Bank Information 

Task Categories 

Office Name Unit ID

Excluded Associations 

Associate all positions in unit and Office Y/N

Bank Overview
Counties can assign Tasks to a Bank that 
has been created for a specified Office 
and Unit. Workers from that Office and 
Unit, and other designated staff, can be 
associated to the Bank, allowing them to 
assign Tasks from that Bank to themselves 
before processing and completing 
them. Banks allow counties to assign Tasks 
to a shared repository from which Workers 
can pull. Tasks can be assigned to a 
Worker, a Bank, or both.

Task bank
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Bank

Bank Detail

Bank name

Additional Associations

General Bank Information 

Task Categories 

Office Name Unit ID

Excluded Associations 

Associate all positions in unit and Office Y/N

Bank Overview
Counties can assign Tasks to a Bank that 
has been created for a specified Office 
and Unit. Workers from that Office and 
Unit, and other designated staff, can be 
associated to the Bank, allowing them to 
assign Tasks from that Bank to themselves 
before processing and completing 
them. Banks allow counties to assign Tasks 
to a shared repository from which Workers 
can pull. Tasks can be assigned to a 
Worker, a Bank, or both.

Task bank
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Bank
Navigation:
     Global: Admin Tools
     Local: Office Admin
     Task: bank
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Document Routing 
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Document Routing 

Document Routing Rule Detail
Name

Task Information 

Document Types

Additional Forms

Status Notes

Programs 

Create by -system generated

Document Routing Rules (DRR) 
CalSAWS contains  Document Routing 
Rule List, Document Routing Rule Detail, 
Select Form, and Document Routing Rule 
Program Detail pages. These pages will 
allow County users to configure task 
creation based on specific images.

Task bank

Additional Options 
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Document Routing 

Navigation:
     Global: Admin Tools
     Local: Admin
     Task: Automated Action- Document Routing 
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Document Routing Rules 
Document Types

UAT Document 
types

# Automated Action Name Program(s) Distribution Type Worker

1
Address/Residency CW Program worker 

and/or Bank
Currently Assigned 

2
3
4
5
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 Click on Admin Tools in the Global navigation bar, Admin in the Local 
navigator, and the Document Routing link beneath the Automated 
Actions option in the Task navigation bar.

Document Routing Rule
Navigation
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 To create a new document routing rule, click the Add Document Routing 
Rule button. To edit details for an existing document routing rule, click the 
Edit button. These buttons, in addition to the Name hyperlink, will navigate 
to the Document Routing Rule Detail page.

Document Routing Rule
Document Routing Rule List Page
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 Modifiable attributes on the 
Document Routing Rule Detail page 
include:
• Name
• Status
• Notes

Document Routing Rule
Document Routing Rule Detail Page
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 Modifiable attributes on the 
Document Routing Rule Detail page 
include:
• Document Types
• Additional Forms

Document Routing Rule
Document Routing Rule Detail Page
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 To add additional forms to the document routing rule, first expand the 
Additional Forms section by clicking the caret. Click the Add button in the 
Additional Forms section. This will navigate you to the Select Form page.

Document Routing Rule
Document Routing Rule Detail Page
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 Click the Select button 
once you have 
searched for and 
selected the forms to 
add to the document 
routing rule. 

 Click the Cancel button 
to cancel your changes 
and return to the 
Document Routing Rule 
Detail page.

Document Routing Rule
Select Form Page
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 Modifiable attributes on the 
Document Routing Rule Detail page 
include:
• Task Information
• Additional Options

Document Routing Rule
Document Routing Rule Detail Page
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 When choosing the assignment type for the document routing rule, use 
the radio buttons to select either Program Based Rules or Specific Bank. 

 If Program Based Rules is selected, the Program(s) section displays. You 
can click the Add button in this section to configure the program based 
assignment type. 

Document Routing Rule
Document Routing Rule Detail Page
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 On the Document Routing Rule Program Detail page, you can update the 
fields, including the Program and Distribution Type fields.

 Click the Save and Return button to save your changes and return to the 
Document Routing Rule Detail page. 

 Click the Cancel button to cancel your updates and return to the 
Document Routing Rule Detail page.

Document Routing Rule
Document Routing Rule Detail Page



CalSAWS |  Security and Configuration – CalSAWS CalWIN  47

 Click the Save and Return button to save your changes to the document 
routing rule and return to the Document Routing Rule List page. 

 To discard your changes, click the Cancel button.

Document Routing Rule
Document Routing Rule Detail Page
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System Demonstration and hands-on Training 
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