





documented
information pl

ording to Section 6 - Proposal Structure and Submission. The Consortium may contact references listed to verify the
ed by the Bidder. Any conlflicting information may result in the Proposal being deemed nonresponsive.

Accenture confirms that Key Staff Client References contained in this section have been met and
documented according to RFP Section é Proposal Structure and Submission. We acknowledge that
the Consortium may contact references listed to verify the information provided and these contact
references have been nofified of such. We acknowledge that any conflicting information may result
in the Proposal being deemed nonresponsive.

Accenture confirms that we provide the requested Key Staff resumes and qualifications for all Key
Staff in accordance with the format prescribed in Attachment A10 — Infrastructure Key Staff Resumes
and Qualifications, Parts 1 and 2; and Attachment A10 — Infrastructure Key Staff Qualifications, Part 3.
Key Staff resumes are in 9. Section 6 — Business Proposal Attachments.

2) Infrastructure PMO Lead—Lulu Fou

e Reference 1: CalSAWS Consorfium—CalSAWS

¢ Reference 2: LA County Department of Public So
(LRS)

3) Infrastructure Delivery Integration Manager—Jan

e Reference 1: Cdlifornia Department of Public He«

¢ Reference 2: State of Californic—Cadlifornia Healt icwne LI Y, LENVHEIST I, AU NS IS I QYIS
(CalHEERS)
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5) Infrastructure Operations Manager—Jeremy Grecian
e Reference 1: CalSAWS Consorfium—CalSAWS
¢ Reference 2: Ross Stores, Inc. —Ross Technologies Support

6) Infrastructure Security Manager—Ben Troglia
e Reference 1: Cdlifornia Department of Public Health (CDPH)—CalCONNECT

e Reference 2: State of Cdlifornia—California Healthcare Eligibility, Enrollment, and Retention System
(CalHEERS)

e Reference 3: State of Cdliforniac—Cadlifornia Healt
(CalHEERS)

7) Infrastructure Operations Service Desk Lead—An
o Reference 1: Dana—Dana Service Desk
e Reference 2: Corteva—Corteva Service Desk

8) Infrastructure AWS Manager—Eric Hill

¢ Reference 1: Lululemon—Terraform Enterprise Implementation

e Reference 2: National Insurance Company—Cloud Automation/Security Compliance Controls
e Reference 3: National Insurance Company—Cloud Automation/Security Compliance Controls
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7. Section 4

Accelerate the

momenium



In October 2023, CalSAWS will complete an immense undertaking and achieve a historic and
monumental milestone. For the first time in California’s history, all 58 counties will use a single,
statewide integrated eligibility system, the largest system of its kind ever built. This achievement will go
in the books as another successful milestone that the Consortium and Accenture have delivered
together to the 58 counties and other stakeholders.

Our joint teams have two decades of momentum going into the next phase of CalSAWS. The
Consortium desires to accelerate momentum in our shared journey to deliver the best infegrated
eligibility system in the country. Accenture is fully aligned to continue evolving and improving the
system to take further advantage of cloud technologies, expediting system changes, and advancing
our award-winning ongoing innovation program. These changes will keep the system relevant and
modern for many years fo come, increasing the longevity of this mission-critical platform. Systems like
CalSAWS take years to build and require a significant commitment of resources. As such, elongating
the life of such systems is imperative and Accenture's approach is key to achieving that.

Accenture’s Guiding Principles for CalSAWS

Accelerating momentum and keeping a system ‘alive and thriving’ requires long-term thinking,
thoughtful planning, flawless execution, and an innovative mindset. At Accenture, we call this the
‘Living Systems’ approach, comprised of a Strong Body (architecture and security), Warm Heart
(collaboration and communication), and Curious Mind (innovation). Accenture and the Consorfium

i~ . _ *_ c_ ___ W1 _ _ . _ . _ . _1*_ __*_ i _ ot 0~ - o _oa_ S D I B E B —

Our entire Accenture team will consistently use these principles to help make the right choices every
day while delivering on our responsibilities, when recommending solution options, working with other
vendors, addressing challenges, mitigating risks, and executing tasks.

Highlights of Our Proposed Solution and Approach

Relying on Accenture's 22 years of experience at CalSAWS and in operating high-performance,
innovative, and secure systems worldwide, we collaborated with AWS, evaluated various solution
ideas against our principles, and finalized our proposed approach. Figure 4-2 reflects how we
approached the solution for this fransformation and the key elements of our approach. We call these
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Figure 4-2. Our solution is powered by these I o realize CalSAWS' vision

A foundational element of our approach is Continuous Improvement. With constantly changing
technologies, regulations, counties’ business processes, user expectations and the security threat
landscape, Accenture is committed to a project-wide Continuous Improvement Program (CIP) that
allows the CalSAWS Project to adapt, grow, and stay ahead of and embrace these changes.

A foundational software tool that enables many of the key elements listed above is called

This ool is a one-of-a-kind product that brings automation to many aspects of operating
systems like CalSAWS. I is a future-ready Intelligent Automation platform that heavily
leverages data, artificial intelligence (Al), technology, and automation to improve speed and agility,
create future-ready applications, enable an intelligent business, drive a business-KPI culture, and
commit to higher accountability. Accenture developed this as a COTS product and it is used widely



3 below outlines the various components of this product.

Figure 4-3. Accenture’s |l software is foundational to increase efficiency and reduce costs.

In the following sections, we describe our understanding and approach to each of the five topics
requested within the RFP. s referenced in each of these areas, and we describe how it
enables our proposed approach within that area. The acceleration essentials depicted in Figure 4-2
above, including the foundational Continuous Improvement plan for each area, are described in
their respective sections, and are key to help us realize CalSAWS' vision and objectives.







Consorfium.

4.1.1.1 Approach to Managing Our Sco

Accenture's approach to managing our scope stai
contractor integration and scope management wi
work collaboratively with key stakeholders to evolv:

to create consistency across the organization.

Ige our scope using aspects of the current
complex environments from government projects
wironments with clients such as the Texas

ork with CGl, and at Ohio Benefits where we work
ZalSAWS and with projects similar in size and

nges that arise such as accountability for

mes, varied organizational processes, cultures,

>f working, and gaps or discrepancies in

1ents of work between contractors. Our approach
sses each of these challenges through centralized
1ance processes, d robust DIO framework, and an
rise PMO and project management processes.

Jis approach you get the benefit of proven

ds that bring contractors together as one team,
lvantage of asingle point of management, and
‘ent processes across organizations.

astructure scope of work includes the following:
ocesses

i * InTrastruciure operarions manager "
Enterprise
project The Enterprise and Infrastructure pro
processes . :
and tools and plans will integrate with other te

processes to effectively align and

coordinate across the organization. We will estabilis
foundation for multi-contractor intfegration and scc
management with centralized processes—based ¢
those used today, and with new enhancements—t
create consistency and provide access to commo
information. Figure 4-4 describes the PCD's enterpri:
project management processes. The Enterprise pro
management processes are color coded (purple ¢
new processes that we bring to manage our scope
contractor environment and the vision of the Cons:
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¢ Hold Joint Planning Sessions: At the outfset of the Transition-In period, our PMO lead, and
Infrastructure team leads will conduct joint planning sessions with Consortium and other CalSAWS
contractor team leads to plan and develop process enhancements. For example, we will
incorporate the DIO's role info project and operational management processes by updating the
current risk and issue management process to align to the Consortium's new CalSAWS vision.
Accenture will jointly verify the enhanced processes align with the Consortium's enterprise and M&E
Project Control Documents (PCDs), M&E Services Plan, and other teams' processes. This will reduce
gaps and confirm cross-team agreement of processes, leading to better collaboration and shared
success.
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the PCDs. If Accenture is also selected as the M&E Contractor, we will partner with the Consortium
to deliver a consolidated PCD for both Infrastructure and M&E services for additional operational
efficiency and to centralize project management plans.

e Document Processes: The enhanced project management and operational management
processes will be based on PMI's PMBOK, CMMI standards, and ITIL best practices fo achieve your
vision with reduced delivery risk. We will document the enhanced processes in the Infrastructure
Project Control Document, Infrastructure Services Plan, and related Operational Working
Documents [OWDs] that we will deliver. execute. and maintain.
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governance relohonshlps between teams. This new frc:mework will i |mprove trust and
accountability and enable better decision-making and clear escalation paths. The
governance framework includes three fiers:

e Executive Tier: Strategic direction comes from the CalSAWS Leadership Team, including the
Consortium Executive Director, Section Directors, and CalSAWS contractor executives, with input
from the Joint Powers Authority (JPA) Board of Directors, Project Steering Committee, and State
and Federal sponsors. A regular meeting will be held to align leadership personnel on schedules,
status, dependencies, and resolve escalated issues that supplements the existing management
meefings.

e DIO Tier: Delivery Integration Managers and the CalSAWS Chief Deputy Director will plan, develop,
and implement the DIO framework, including the centralized governance framework and
processes. The DIO and PMO will review and maintain the Maintenance and Operations (M&O)
Integrated Work Plan, statements of work, and Services Plan Deliverables to align feams and
support the resolution of identified gaps, overlaps, or conflicts.

¢ Operational Tier: Infegrated teams will incorporate the Consortium and contractors to collaborate,
communicate, plan, and deliver services. Team leads will direct the delivery of their teams' work,
manage work plans, and use tools such as Accenture's myWizard fo monitor service level
agreements (SLAs), report status, and identify and manage risks and issues.

Figure 4-7 depicts how the governance processes promotes cross-team collaboration at all levels
using a “top-down™ approach for strategic planning and a “bottom-up” approach for reporting,
information sharing, and risk and issue escalation.
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teams would collaborate to deliver components of the solution—Infrastructure implementing a text
notification campaign to inform clients, M&E adding a description for electronic form/notices on
printed correspondences, Central Print confirming the revised correspondences conform to printer
requirements, and BenefitsCal adding an announcement on the portal. Other examples of shared
success objective could be to reduce CalFresh error rates, and all contractors will have a part to play
in achieving that objective. Throughout delivery, the BSC would help monitor our interactions and
their effectiveness.

. S 5t U R

“hows that all teams need o align on the main
ver a complete solution which positively impacts

‘e understanding and agreement of roles,
ves for success, resulting in better collaboration

Open
communication  Enhance Current Communication

Communications Management Pl
protocols, building on existing processes. Our goal i
enterprise communications protocols, we will collal
CalSAWS contractors to align the enhanced processes, including the roles and responsibilities,
triggers, content, channels, and audiences for each communication protocol. N

Contractor Success Champions for Contractor Integration

Qur approach for coordinating with other CalSAWS
contractors to ensure understanding and agreeme

the roles and responsibilities includes dedicating
Confractor Success Champions. We propose one
Contractor Success Champion for each contractor

will manage the complexities of coordinating with -
CalSAWS teams by communicating daily with the ¢
contractors. We will dedicate Jason Osterwald as ¢
champion, Melissa Mendoza as our BenefitsCal charmpion,
and Sreekanth Kalvoju as our Central Print champion.
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environments, when a feam has someone who is fc
leading coordination with other teams, expectatiol
remained aligned for scope and schedule, resulting
fime delivery. Confractor Success Champions will ¢
under the Delivery Integration Manager for the DIC
monitor project progress, measure effectiveness of
collaboration using the balanced scorecard, and «
scope alignment between teams. The Contractor §
Champions will work with their counterparts on the
contractors' teams to ensure alignment on the ove
objectives and schedule, tasks, and related cross-t:
handoffs for implementing changes to the CalSAW
BenefitsCal Portal, and Central Print.

Culture Alignment

CHA~tihvimn ~AallalAaratiAm ramndivrae Al

CalsSAWS “One leam’” culture and o
role in that culture is essential fo ensuring each proj
team member knows their responsibility in cross-tec
collaboration for the collective benefit of the CalS:
enterprise organization. Our approach will continue
include leading Cultural Transformation and Inclusi
Diversity, and Equity Advancement (IDEA) prograrr
initiatives, like the Mentor/Mentee Buddy Program «
Table Talk sessions with the Consortium. These prog
build and maintain relationships and bonds betwe:
CalSAWS project staff, complementing the formal
governance framework, and help to sustain the
CalSAWS "One Team" culture. Additional activities 1

e Onboarding: As new staff join the project; we will
Transformation and IDEA programs to foster align

¢ Socidal styles training: We will work with the Consc
start of Transition-In and hold ongoing feam building events for the CalSAWS Leadership Team.

¢ Surveys: We will continue o survey the CalSAWS enterprise organization on a quarterly basis to get
inputs from the project staff on gaps and needs to evolve these programs.

e Organizational Change Management Plan: We will deliver and maintain the plan through the
project to continue encouraging the "One Team" culture as the organization evolves.

The Cultural Transformation initiative has been crucial in transforming and creating the existing "One
Team" and “Power of 58" cultures. As CalSAWS faces new challenges and opportunities, we will
collaborate to build these programs to come together and reach a common understanding of
events affecting our work.

Accenture 4-12 Copyright ® 2023 Accenture. Allrights reserved.









-——ﬁ






T DI, I DT Y e ¥ Y WO T T T WU NI

objectives. Our "One Team" approach for collabore
whether Accenture or another contractor is award

With our approach, you get the benefit of proven
methods and tools that encourage teams to work
together with shared goals. As the only contractor
has worked within this environment for the entire sg
the Consortium's existence, our experience has prc
the effectiveness of centralized governance, proce
tools, and open communication in collaboratfing w
M&E teams for C-IV, LRS, and CalSAWS to deliver sk
services. During the CalSAWS DD&I Project, we ider
the need for additional APIs to support the Benefits
portal and collaborated with the Deloitte BenefitsCal
team to gather requirements, and design, test, and implement the APIs. Our close collaboration was
essential in delivering the shared service projects successfully within tight timeframes. We base our
approach for collaborating with the M&E Contractor and other contractors on this well-established
foundation and focus on continuous improvement that we use for managing integrated work,
described in Section 4.1.1.2 Approach to Understand and Agree on Roles and Responsibilities.

3CLS IME22.0230

Centralized Governance Framework

Using the centralized governance framework for th
organization described in Section 4.1.1.2 Approact
Roles and Responsibilities, our Infrastructure tfeam le
M&E team a RACI that captures the roles and resp
operational level. The Infrastructure team will jointly
enhancing our enterprise processes for delivering sl
team. This alignment and fransparency will help to
leads fo better collaboration and improved deliver

Open Communication

Our approach for open communication, describec

Approach to Understand and Agree on Roles and

collaborating effectively with the M&E team. Jasor

Success Champion for the M&E team will work with

Manager and focus on developing the enterprise ¢

services with the M&E team, which are listed in the next section. We will collaborate

with M&E team leads to review and enhance communications protocols that align to those
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Figure 4-10. Our tailored approach to proactively monitor and manage SLAs creates a real-fime view

into multiple aspects of CalSAWS.

The following details our seven-step process to proactively monitfor and manage your SLAs:

1.

Establish baseline metrics: Based on our deep understanding of CalSAWS application and
infrasfructure and our longstanding relationship with the Consortium, the QA Contractor, and real-
time interface partners BenefitsCal, CalHEERS, and FIS (EBT), we will build on the existing business
and technical metrics to maximize our ability o proactively monitor and manage the system
performance for CalSAWS. In the multi-contractor environment, including the M&E Contractor is
essential fo sef these baseline expectations. Besides meeting the RFP-mandated SLA requirements
for online and batch performance metrics, we will provide additional, data-driven analysis around
business volume forecasting—like logged-in users, eligibility determination benefit calculations run,
and forms generated—and trend analysis to predict performance issues. This approach will
enable the Consortium and county users to transparently see what we are measuring while
helping us better determine where we apply automation to maintain CalSAWS SLAs.

Implement customized real-time dashboards: We will deploy I OV integrated
automation Al platform and resilient plug-and-play architecture. To monitor and manage system
performance for CalSAWS, will help the Consortium integrate with the ServiceNow ITSM
for incident tracking. Built in— and hosted in the CalSAWS environment, data-driven
dashboards will enable users 1o proactively monitor and track all aspects of performance,
business volume forecasting, trend analysis, and their impact on SLAs and KPIs, as highlighted in
Figure 4-11.
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time performance insights into the system.

3. Customize and deploy system monitoring: We understand data-driven system monitoring will
require automated and guided approaches for CalSAWS users. Our myWizard platform will help
with event correlation and monitoring in-scope landscape by leveraging the existing Splunk
enterprise agent and license, and integration with current toolsets such as SolarWinds and AWS
CloudWatch to track incident SLAs and business metrics while triggering proactive issue alerts
when CalSAWS meets system thresholds. Our site reliability engineer (SRE) and Performance
Monitoring teams will continually frack service and business-level metrics through dashboards,
verifying the system continues to run smoothly. With our two-pronged monitoring effort, we will use
robotic process automation (RPA) for proactive early warnings for the most common failure points
while a manual, eyes-on-glass effort for functions such as infrastructure capacity issues or data
storage usage provides a safeguard for areas that automation does not cover as effectively.
Additiondlly, the Security Orchestration, Automation, and Response (SOAR) platform that
integrates with ServiceNow will flag events identified from Splunk Enterprise Cloud logs for use
cases such as brute force attacks and distributed denial of service (DDoS).

4. Review and escalate issues: For each issue or security threat SOAR identifies, ServiceNow auto-
creates a ticket and an email to the designated Consorfium and/or Accenture staff members.
Our automated ChatOps has real-fime information to update designated users regarding
incident status. We will also keep our Service Desk notified so that they know about system issues if
users call to report the same incident. Our Al-driven monitoring tools will perform initial event
correlation, identify root cause, assign incidents to support teams, and, if needed, escalate to the
QA team to create a base root-cause analysis (RCA) for crifical or recurring issues. With
strategically included AWS professional services SMEs on our team, we expect to generate
concise and fully fransparent RCAs quickly. We will collaborate with other contractors including
BenefitsCal, CalHEERS, FIS (EBT), and the M&E Contractor to escalate issues. This approach will
streamline the communication process, creating one Crifical Incident Response tfeam that will
work with you to update you on the progress of the issue while enabling continuous improvement.

5. Resolve issues: As part of the self-healing and manual fixes, we can perform automated scaling
and implement automated known recovery steps (such as restarts). OQur SOC monitoring efforts
also include monthly reviews and recommended resolutfions of security threats. These proactive
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6. Conduct a quarterly refrospective: Besides our monthly reporting meetings where we review
monthly SLAs and security threats, daily contfinuous improvement opportunifies, and any impacts
on SLAs or business-driven KPIs, we will coordinate formal quarterly retrospectives with the
Consorfium, QA feam, and other contractors to discuss the quarter's performance numbers as
part of our proposed enterprise-wide Continuous Improvement Program (CIP). This data-driven,
continuous improvement effort will enable us to proactively seek feedback on what worked and
what areas need improvement while providing opportunities to infroduce innovation. At the end
of each quarterly cycle, Sean Swift, our CIP Manager, will work with our Performance
Management Lead and our AWS tfeam to deliver the following:

¢ Summarized meftrics and quadlitative feedback on the current quarter’s performance including
suggestions received on this area from our various stakeholders around KPIs and SLAs that were
missed or nearly missed

¢ Suggestions to change tools, processes, and/or people to improve KPIs and SLAs and address
the qualitative feedback, including changing how we track actudls, infroducing new metrics
for tfracking, modifying the performance dashboard, or targeting tuning areas in the
infrastructure or online/batch code for performance improvement

¢ To build and increase cybersecurity resilience, infroduce service upgrades, new releases, and
enhancements that align with the CalSAWS business strategy and overall growth

e Seek consensus on improvement ideas to emphasize for the next quarter

7. Implement feedback: To make the quarterly meatinne mara affartiva wa will iimdata Anchihanrde
based on the retrospective, data-driven feedbx
the system using our intelligent knowledge man
coordinate with the Performance Improvement
implement identified performance concerns wt
dashboards or add new dashboards based on
together to continuously refine the dashboards,
issues, improving CalSAWS reliability for every us

Our team will be led by Infrastructure Performance
Sumeet Patil. He brings 20 years of experience in de¢
developing, configuring, and delivering innovative
architecture solutions, including the last 14 years se
C-IV and CalSAWS. As part of our seven-step apprc¢
team will frack the following key metrics to monitor
manage current and agreed-upon future SLAs:

¢ Infrastructure metrics: These metrics include netw
(circuits), network latency, network jitter and pac
database table space, database performance |
memory, and disk |O), backup health, and data

o M&E metrics: We will coordinate with the M&E Cc
to measure the following:

- Base system: Including page load, database re
fimes, and batch job performance

- Business key performance indicators (KPls): Coc
with the M&E Conftractor, build out KPIs to allow the SRE lead to more effectively communicate
system issues while the M&E team is researching and resolving the issue (note that these KPIs will
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- Ancillary systems: Application program interfaces (APIs) performance for the BenefitsCal portal,
imaging, task, appointment, and GA/GR form service

- Serverless: Support the M&E Contractor throughout their application evolution effort fo a
serverless approach and make appropriate updates to SLA/monitoring

Security

Throtiahonit nir ceven—cddten Aannroaach cectiritv will remain faremocet in onir CAlSAWS enliitinn |leinAa the

investigation process focused on continuously
improving your security offering in ServiceNow base
the following activities:

e Log data of onboarded sources analyzed by Splh

Develop reports and dashboards
¢ Identify notable events for analyst review
¢ Investigate and classify incidents

e Auto-assign tickets to the appropriate response t
based on the runbook

¢ Collaborate with the appropriate stakeholders fc
incident response and RCA

e Provide recommendations to improve visibility,
detection, and response

¢ Request incident investigation support for non-Si
generated incidents per email
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ses fo drive outcome-based threat-hunting

oring capability, we will develop and execute
ise findings monthly with relevant stakeholders
llso improve the current SOC monitoring

1g repetifive manual tasks to yield faster incident
ngthening defenses through integrated tools,
lanager, Ben Troglia will work with our

fo deliver enhanced security processes while

verifying we meet performance requirements. Ben brings nearly a decade of delivering field-tested
security solutions to our clients.

To augment our SOC, we will share with the Consortium the following security offerings:

Governance, Risk, and Compliance (GRC) Services: Our service optimizes compliance
management using our System Security Plan (SSP) to provide the security planning requirements
that apply to each stage of CalSAWS system and application lifecycles

Network Security Management: We will provide CalSAWS with managing network security
appliances and maintaining rule definitions such as Cisco firewalls, infrusion prevention systems,
Iscaler ZIPA, and web application firewalls

Email Security and Anti-Phishing: We will support the Cisco Email Security and Cofense solution in
spam/phishing mail detection and filtering

Identity and Access Management (IAM): Our |IAM services for CalSAWS will verify we manage
identities and access in compliance with CalSAWS security policies using CalSAWS' ForgeRock
solution

Accenture Cloud Security: We deploy managed security service and compliance of applications
and services on AWS using AWS-native security services such as AWS Firewall, AWS WAF, AWS Shield
Advanced, AWS GuardDuty, AWS Config, Key Management System (KMS), Secrets Manager, AWS
IAM, and AWS IAM Identity Center. With our 14-year partnership that includes 1,000 completed
projects and 100,000 workload migrations, we bring unrivaled expertise delivering AWS solutions

Accenture Security has the required skills, accelerators, and extensive experience in supporting
multiple other public sector clients with inifiatives across the cybersecurity service spectrum including
cyber strategy, cyber resilience (like endpoint detection and response), and cyber protection (like
privileged identity management and data protection). Our Security team will work with CalSAWS to
support such initiatives and handle such requests through appropriate change management
processes as standalone projects over and above the current scope of services.

Based on best practices from our work on CalSAWS along with our experience

o ~rmm e o st cv b ok o (T b ~ene ~~ | s vital efforts like HealthCare.gov and COVID
-and how to proactively and securely monifor and
-step approach will provide the Consortium with
actively while delivering early detection and
- solution delivers 24/7 security operations,
:nt, rationalized tools and capabilities, outcomes-
1e Consorfium. A renewed focus on innovative
consistency. Additionally, the dashboards we

R B L R B R e (L VAR N R R R LR L L N R I A N A S A1 ] u,.n...n'enc\/ 1‘0 the Consor-ﬁum on SLA Si'leUSGS.
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CalSAWS will exceed the requirements in several ways, including extensive automation and
integration of mulfiple data sources using myWizard; the formal quarterly continuous improvement
process; implementation of the fransformed reporting and monitoring capabilities in the first six
months and bringing in national experts regularly to provide guidance, feedback, and perspective.
Table 4-9 provides additional points of how we exceed your requirements.
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operations, promoting compliance while enabling automation, infrastructure as code, and business
insights across these areas:

FinOps: Identifies show and charge-back of cloud costs and license costs

AlOps: Monitors full stack from application and middleware down to the cloud platform layer to
gain insight and enable predictive maintenance

SecOps: Offers infra- and inter-estate security

DevOps: Automates numerous operational fasks, reducing reaction times and outages caused by
human error

GitOps: Using fools such as GitLab, provides a repository as the central source of truth for
infrasfructure estates, reducing configuration drift and enabling next-generation business confinuity

management

e BizOps: Delivers business and technology alignme
technology stack

Optimizing and Continually Improving $

With our CCP based approach, we will build and
manage at scale, optimizing and continually imprc
system performance while maintaining security
compliance with services, and reducing cloud cos
move fo a serverless, microservices based architec
and adoption of DevSecOps will further unlock rea
observability into performance of applications, dat
and infrastructure. Additionally, machine learning ¢
Al-based recommendations and insights will be en:
through our myWizard based automation framewc

As part of CCP AlOps, an entire myWizard suite of t
leads the path for our data-driven solution. It uses ti
analysis for forecasting, infegrating information incl
prior months’ actuals, State policy changes, and
enhancement requests into the dashboards.

We will tightly integrate with CalSAWS existing moni
and Automation platform—part of the myWizard st
notify appropriate staff of incidents with root cause
to keep the system availability high.
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We will collaborate with the DIO, QA Services and other CalSAWS confractors
to incorporate this information info our four-step approach, Menitoring & Data Capture, Observability,
Actionable Data Analysis and From Decisions to Operations, summarized in Figure 4-14 and explained
in more detail in the following paragraphs.

1. Monitoring & Data Capture: We have multiple ways to monitor the underlying infrastructure layer to
make sure we capture data from the Database(s), Cloud, Infrastructure (i.e., Network, Servers, etc.)
and DevSecOps. This data is captured and further processed by our Al-based tools fo get meaningful
insights. For example: INFRA360 unifies fault, availability, and performance monitoring of
infrasfructure. It provides a consoclidated view of the complete network infrastructure. Another
example: HostProcess360, is a Windows and Linux Service monitoring tool that provides support tfeams
with a deep service status and name insight (Figure 4-15).

2. Observability: Observability through open telemetry will be extended and integrated into the
common Operational Technology (OT) edge devices to create our industrial operations Data Fabric.
This will be our key layer to enable Intelligent Automation.



Figure 4-15. INFRA 360 and HostProcess 360 dashboards provides a consolidated data view.

3. Actionable Data Analysis: The deep dive and predictive analytics dashboard provides insights into
improvement areas. This combined with the Repetitive Problem Identifier ML algorithm, determines
the repeated incidents which can be logged as problem tickets and tracked in the automation
journey fracker. This will perform an "eradicate, optimize and automate” set of processes. The oufput
will feed back into the incident lifecycle in the ticket resolver knowledge base.

4. From Decisions to Operations: Our myWizard Ticket Analysis augments the role of a data analyst
and provides predictive, prescriptive, and descriptive insights from a multitude of available
information. It identifies causes for specific data patterns and potential actions to mitigate areas of
concern.

Our assessment of performance will lead to clear, concise, and thorough recommendations in areas
such as:

e Network: Our network monitoring and proactive
allow us to provide recommendations to the Cor
bandwidth

e Capacity: Our assessments will include predictive
accurate future capacity requirements in such a
licensing

¢ Operations: Focusing on system operations, we w o .
utilization (provisioning and decommissioning environments faster, reducing costs). Similar tools will
allow us fo failover from Primary fo DR more quickly. Another example of our proactive operations is
to clean up old log files more efficiently

e Application tuning: Application performance is a true collaborative experience. We will work with
the M&E Contractor, making recommendations such as soffware patching to address
performance issues; funing database calls, indexes, partitioning; environment utilization; and, in
general, being available to discuss performance-tuning opportunities

Collaboration with Other CalSAWS Contractors to
Optimize Performance: The data gathered througr
our proposed infegrated toolsets is not sufficient to
optimize system performance on its own. Our
Performance Management team will proactively
work with the various CalSAWS contractors and the
tfeams to align the capacity of the infrasfructure to
the stated performance goals and SLA requiremen
in alignment with your CalSAWS business needs. We
will work with the PMO and DIO teams o provide re
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together, we will synchronize online/batch performance testing efforts, add an online database
tailored volume data, and conduct batch runs during and after the online performance test with the
tailored dataset. Additionally, as part of the serverless system upgrades, we will work with the M&E
Confractor to execute proactive performance assessment before delivery into the production
system.

=

Implementation Timeline

To enact our system performance assessment efforts, we will build on existing processes that we have
established in the current system as we illustrate in Figure 4-16. With consistent performance
execution, we will assess trends and quickly identify issues before they occur in production. Our
proposed quarterly refrospectives will drive continuous improvement and enable us to manage risk
as we will build on existing processes while collaborating with the stakeholders during each stage. We
will provide a draft of our guide to this fransformation effort on Day 1, with a final Consortium-
approved version ready in Month 3. We based the proposed implementation timeline for the
fransformation activities on getting the needed participation from the Consortium and the new M&E
Confractor for dependent activities.

Figure 4-16. Our CalSAWS solution for assessing system performance will involve all stakeholders in
driving the priorities to promote a collaborative, informed approach.

Continuous Improvement, Cost Optimization, and Innovation

As part of our project-wide CIP, we will evaluate and implement ongoing improvements to our
proactive assessment of system performance, and our system optimizations efforts. Improvement
areas may include performance changes, task analysis, network performance, hardware changes,
batch logic, and configuration. Led by Sean Swift, our CalSAWS CIP Manager, the program will run



DQUITIHTIMNIAT QY21CTHTNT MTHIVHTT AN TCT THITH G U YUYV S TTTUUCR VTS U uanier >

performance, using inputs to drive which system performance optimization changes are planned

¢ |dentify opportunities to optimize cost and improve performance by reducing database size,
environment consolidation efc.

e Recommend changes to tools, processes, and/or people based on the qualitative feedback—for
example, adjusting how we execute the performance assessment tests or analyze results

e Conduct a quarterly retrospective to present findings and improvement ideas to the Consortium
leads, QA contractor, other contractors, and other project stakeholders as applicable

¢ Seek consensus on improvement ideas to focus on for the next quarter

¢ Develop and implement the approved improvements for system performance and cost
optimization, and system performance assessment ideas

Our team, including AWS Professional Services, has the extensive experience and system knowledge
that allows us to quickly and effectively track, execute, and report on performance during all stages
of the project from development through production, and for all components of the CalSAWS
Infrastructure.

perrormance and measures, meerting, and rrequer
helped save the Affordable Care Act's federal elig
work with the Centers for Medicare & Medicaid Sel

In 2013, to rescue HealthCare.gov, CMS named
Accenture as the prime confractor for

application maintenance, system modifications,
cloud-based operations, project management,
cybersecurity vulnerability mitigation, network,

and system engineering, capacity planning,
performance testing and monitoring, and batch
processing. In just six weeks, we achieved CMS’
objective to stabilize and enhance
HealthCare.gov while working closely with the
original contractor. Our role in capacity

planning included monitoring, measuring, and
analyzing resource performance. We established ¢
and establishes an understanding of resource demand. Accurate forecasts served as the basis for
forecasting and planning.

We used monitoring insights to create dashboards that tied multiple monitoring data sources
together and provided an intfegrated view. We created, maintained, and shared a set of high-level
dashboards for an overview of system performance and stability. These dashboards tfrend with an
even larger suite of dashboards to display more granular data critical to rapid triaging. We also
shared over 200 fine-grained dashboard variations across database, network, security, and cross-
exchange monitoring categories. Performance monitoring and alerting was a 24/7 activity. Our
monitoring tools analyzed the performance of the servers and web applications through the server
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evolve our solution in ways other contractors cannc

In this section, we describe our approach to provid
CalSAWS Software maintenance services, including
CalSAWS Software upgrades and patches. We alsc
describe how appropriate security measures are
continually addressed.

To enhance the current software maintenance

capabilities, our approach includes implementing a new Hardware Asset Management
(HAM)/Software Asset Management (SAM) platform with industry leading best practices building on
your existing investment in ServiceNow. This platform will centrally and authoritatively collect, store,
and display software information, enabling the following capabilities to reduce risk, increase
fransparency/compliance, and provide cost avoidance:

Automated scans and Configuration Management Database (CMDB) verifications: There wiill
already be an accurate CMDB with authoritative Configuration ltems. The integrated change
management function will populate the CMDB, and scans will flag variances against it.

Hardware and software management configuration: Purchased license/support quantities currently
stored in a spreadsheet will be migrated to the SAM and compared with licenses being utilized. This
license administration supports that compliance is maintained, unused licenses are re-harvested,
and over-purchasing can be avoided. Hardware purchases/support will also be authoritatively
mainfained. This information will be integrated into the growth forecasting process as part of IAPDU
budgeting to prevent surprises and to make strategic spending based on actual need and usage
data.

Hardware and software interrelationships: Using the information discovered by and imported into
the HAM/SAM platform, a map of where all the software resides, as well as its version/patch levels,
will be created. This enables a more accurate, complete, real-time understanding of the relations
and dependencies between different software and between the hardware and software.

Reports for stakeholders: We will work with the Consortium to develop the
necessary reports of the version/patch levels of 1l '

prepared for audits. This enables both better prej

oversight for system compliance

A7

Using the new HAM/SAM platform, Accenture will v
implement a multi-level software maintenance sup
services, shown in Figure 4-17.
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Accenture will continue to keep software current c
patches to prevent vulnerabilities. This will be done
collaboration using the following steps:

¢ Identification: Proactively acquire and evaluate
patches by product vendors on a daily basis,
identifying and installing automated pushes whe
available. We will continue to use Qualys, our
vulnerability scanning tool to run scans, but with
increased frequency.

e Change and release management: Create and
Change Request (CR) process to track any updc
from inception through successful deployment, ¢
full visibility (from the CR, SAM reports, and the vu
Consortium and other stakeholders (such as the |
impact and dependencies of the change and it
require significantly more testing and could pote
stakeholders (such as database and application
coordination with the M&E Contractor).

e Test and deploy: Leverage a field-tested, accele
to test upgrades/patches in fest environments, al
required by other stakeholders. Once these fests
discuss the timing and risks with stakeholders and
proceeding with the upgrade/patch in productic
validated using our comprehensive testing methe
updated.

¢ Monitor and report: Once the upgrade/paich hc
system and work with the Consorfium to infroduc
remediation. Stakeholders will be able to confirm
reflects the correct version/patch level. Patch reporting capabilities will also be enhanced for
health/compliance and error categories, which can identify a fix and target script automatically.
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operations. As your Infrastructure Contractor, we will continue to build on that progress. We wiill
leverage Accenture processes, industry toolsets, and lessons learned in the security marketplace to
bring rapid visibility and idenfify where security issues are found within the IT entferprise. For instance,
Accenture Security has threat infel feeds that will be leveraged via Splunk to proactively review the
environment for indicators of compromise. Through active communication and reporting, we will
work with the Consortium to prioritize issues, perform fixes, and log risks for remediation. Future
problems are proactively identified, enabling steps to be taken to prevent them from occurring or
recurring. We have described our approach to vulnerability scanning and endpoint detection and
response (EDR) below. Please see Section 4.2 System Performance for other aspects of our security
solution.

¢ Vulnerability scanning: Continue to perform weekly vulnerability and policy compliance scans to
identify where issues need to be resolved or security needs fo be enhanced. To reduce overall fime
and effort on false/positive resolutions, we will use both automation (RPA/Bots and reporting) and a
team of security professionals to stfreamline the overall process. We will continue to use Qualys, the
same core scanning tool familiar to the Consorfium.

e Endpoint detection and response (EDR): We currently have an in-process project to implement an
EDR solution, which will be completed before the start of this contract. We will continue to build on
that solution, delivering superior, multilayer protections fo provide orchestrated responses that will
address threats quickly. Additionally, we will continue to use McAfee, leveraging the existing
investment the Consortium has already made.

Asset Management

Use the new HAM/SAM to optimize the manageme
described below:

e License/cost management: Reconcile the availa
defense, re-harvesting, and over-purchasing pre
cerfificates for compliance and fo prevent disrug .. _ ey e o
Trusted Advisor and CloudCheckr, to contfinuously op’rlmlze cloud spend Addlhonolly we W|II
continue to work with AWS and our internal AWS specialists to find the best services and tools to
optimize those services.

e Version management: Track versions and patch levels of software using trend analysis and
reporting.

¢ Configuration management: Track and display mappings of the inventory and interrelationships of
the hardware/software for troubleshooting, compliance, and purchasing projections. For effective
document management of hardware/software configurations, we will develop key deliverables
such as the Infrastructure Technical Design Document, Infrastructure Network Design Plan, and
Infrastructure Technical Asset Configuration Report for the Development, Test, Staging,
Performance and Production Environments.

¢ End-of-life management: Track when sales/support will end for a given software/hardware
component so proactive measures can be taken to procuring a replacement product. This will
prevent situations where security and other needed updates are unavailable. End-of-life
management will be integrated into the forecasting and IAPDU process, resulting in sufficient time
to budget for changes. More strategically, we will continue to work with AWS to find opportunities
for cloud native services to replace traditional solutions.
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assurance in the upgrade/patching process. Basec

analysis, we believe the biggest impact we can mc

soffware maintenance services is to improve the as

management database and the CMDB (which is ir

and will be implemented prior to the start of this cc

a real-time and authoritative SAM platform, based

ServiceNow. We believe our proposed SAM capak

addresses the full set of SAM process areas and role

discovery and reconciliation to advanced forecasting. Only through a comprehensive SAM function
can organizations such as the Consortium fully address compliance, opfimize spending, and
integrate SAM into day-to-day IT operations. We will make these enhancements by bringing in field-
tested experts to collaborate with the existing infrastructure operations team and the Consortium to
develop and implement the solution. This effort will be overseen by Jeremy Grecian, the Infrastructure
Operations Manager, who will ensure we bring the best combination of our experience from
CalSAWS and other projects.

Throughout our 20+ year partnership, we developed effective processes fo maintain and update the
software components of CalSAWS. Our unique understanding of your software ecosystem and
current pain points positions us to establish a comprehensive maintenance strategy to better ensure
stability, while minimizing business disruption. No other contractor brings Accenture's combination of
CalSAWS knowledge, fechnology vendor capabilities, and proven maintenance service expertise. As
your current infrastructure partner, we:

¢ Are responsible for managing 146 software pack:
total of over 8.4m licenses

e Have enhanced monitoring and automation cag
alerting to help reduce reaction time during incic
noftifications

¢ Leveraged our strategic partnerships with various
acquire, evaluate, deploy, and validate patch a

e Currently work with the Consortium to populate the Sér\;iceNow CMDB to be ’rhé authoritative store
for Configuration Items (work will be completed prior to the start of this contract).

We will continue to improve on those process and collaborate with you on the innovations that will
take CalSAWS to the next level. Together we will prioritize opportunities that positions you to drive
desired outcomes, modernize the system through automation, and infuse the Consortium with
innovative results that can better serve workers and Californians today and in the future.
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incorporates the Consortium's requirements and considers our lessons learned delivering software
maintenance for complex integrated eligibility programs of similar scale. Leveraging a hybrid-agile
methodology, our approach for implementing the new HAM/SAM platform is highly iterative and
collaborative, delivering value while minimizing risk and complexity. As a critical step, we will work
with the Consortium to effectively train resources, stabilize, and continuously improve the solution. On
Day 1, we will share a draft of the Transformation Guide with the Consortium. Additionally, we will
develop and deliver required deliverables including the Infrastructure Hardware and Software
Inventory Monthly Update, Technology Infrastructure Refresh Plan, and the Infrastructure Services Plan
and Operational Working Documents. The proposed implementation timeline for the tfransformation
activities is based on getting the needed participation from both the Consortium and the new M&E
Confractor for dependent activities.

Figure 4-18. Our timeline provides an implementation approach that reduces risk and
minimizes business disruption.

with Jeremy Grecian, our Intrastructure Operations Manager. Jeremy is broadly recognized within
Accenture as one of the very best IT professionals, knowledgeable in a variety of fechnology












solution to significantly streamline the lifecycle of a:
the new HAM/SAM platform (shown in Figure 4-19),
items, and any interrelationships will be effectively 1
visibility on asset location and movement.

It is not enough to quickly detect failures—-the Cor
predict failures and prevent them. We will build on
power-related failures by analyzing additional datc
manaaement svstems. Additionallv. we will broacti

¢ Procurement and lifecycle management: Hardware purchases, support renewals, and end ot
support/sale will be tracked in the HAM to ensure constant support coverage and standards are
proactively updated prior to the equipment becoming unavailable for purchase, and devices are
replaced before patches are no longer being produced by the manufacturer.

¢ Staging, asset tagging, and deployment/testing: Equipment is prepared for deployment with
necessary base configuration/assembly for any automated configurations. It is physically tagged,
connected to the network or any necessary peripherals, and is tested and verified to be working as
part of deployment.

¢ Preventative maintenance/hardware break-fix and verification: Any agreed upon preventative
mainfenance for hardware is fracked/executed. When problems with hardware are
detected/reported, they are fracked in the IT service management tool until resolved. These
problems are first investigated using remote tools (and is some cases remote eyes/hands). If
required, a technician is sent to the physical location to remediate the issue with the hardware. Just
as it is done in the initial deployment, the fixed hardware is tested and verified.

e Data migrations/cleansing and disposal for upgrades and replacements: When it is necessary to
replace/upgrade hardware due to lifecycle management or break-fix, any necessary data is
migrated, and the old device is cleansed for security/Pll reasons and disposed according to
documented/required procedures.
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cloud services and does not have the same type of maintenance support as traditional hardware
would. However, there are still many critical physical hardware components in the Cloud Exchanges,
County PoP locations, Project Offices, and Managed County locations. As shown in Figure 4-20, while
the Cloud Exchanges and County PoP locations contain mostly standardized networking gear, the
Managed County locations have a variety of hardware including PCs, servers, phones, UPSs, and
managed lobby management devices (such as DUKs/Kiosks, FACTs).

dws

protocols, and systems. We will also leverage Accenture's integrated myWizard platform to cormrelate
events fo further identify and explain any issue. For example, if connectivity to a site is lost, the
correlation engine will ensure we start working on the root cause. Additionally, for problems that
need to be reported, we are making it easier and faster through various channels including a
chatbot, IVR, and self-service portal. These improved access channels are described in more detail in
Section 4.4 Service Desk Management.

When a problem with any hardware is reported, detected, or predicted, a ticket is created to

frack the issue from identification to resolution. Depending on the severity and scale of the disruption
associated with the hardware failure, an enhanced communication will be sent to the appropriate
parties. The new HAM/SAM platform will map interrelationships of hardware and software and
provide the backbone for event correlation , allowing us to quickly correlate
mulfiple events and find the root cause of cmyussue.%e troubleshooting process by
analyzing events and suspected component(s) remotely, with a focus on quickly resolving the

problem without traveling fo the physical location. As a result, this will ultimately reduce the time-to-
resolution.

To provide the Consecrtium counties with more efficient services, we will leverage a combination of
two teams o provide both desktop engineering and field services across. As shown in Figure 4-21, we
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Infrastructure Services Plan and the associated Op«
Working Documents (OWDs), this multi-vendor app
deliver an innovative, next-generation Service Desl
will realize productivity improvements, generate cc
and provide you with a differentiated CalSAWS en:
experience.

Our Service Desk solution will use the existing CalSA

current services provided with enhanced toll-free phone, voicemail, email, help desk tool interfaces,
chatbots (virfual agents), and a self-service portal offering. With these innovative tools, the high-value
agents, and our field-tested approach, we will take over direct daily responsibility for the Service Desk
from our current subcontractor, Gainwell Technologies. We will use experienced Accenture
personnel to improve the Service Desk's ability to resolve user issues and fulfill requests as quickly as

(nciuaing volicermnaij, ermai, ana Lounity neip AQesk 1001 Iniegralion 1eqalures as wel as new cnarineis

as detailed in Table 4-17.
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sfficiencies for the ticket
generation, tracking, and resolving common
rive further automation for ticket routing, helping
vel 3 team.
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iderstand the need for a flexible, proactive, value-
Jtion featuring AWS Connect offers the Consortium
resolution  More opportunities Tor continuous Improvement while increasing user satisfaction with
Service Desk support through user empowerment, automation, and self-service. By
instituting service goals around FCR, we are driving toward more reliable and effective Service Desk
support for your users. Alternatively, as the incumbent prime contractor for Service Desk, we could
have maintained the status quo and used our current subcontractor, Gainwell Technologies, to
provide this service. However, based on our longstanding relationship with the Consortium and the
vision you have shared, we wanted to do more for CalSAWS and all the County users. Figure 4-24
highlights some of the benefits of our proposed approach that we have experienced in other Service

r‘.\ﬂ(‘l/ Qnﬂf"'ﬂﬂmﬁh‘l’(‘ ‘I'I"\I’I\I Iﬁh QQF\IF/‘Q“I("\\AI hlf""l"Ff’\rm thﬁhﬁﬂmﬁh‘l’ HHA ~Ii I+f'\mf‘|+‘lf'\h

Grrpans en A T I O T R R T N Y

2CL5 IME22.0048
« Reduction of learning » 25% reduced turnaround fime for

curve by two months ticket resclution
as compared fo - 10% shift left of Level 2 work to
human agents Service Desk

Figure 4-24. Our proposed Service Desk enhancements are based on past experience will deliver
sizable value to CalSAWS users.
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National Integrated Eligibility Service Desk Center ¢
Excellence at San Antonio that currently provides s
states like Ohio and Kansas. The feam uses Accent
accelerators like myWizard that simplify the operati
environment and automation tools to resolve simpl
repeatable tasks. This drives a flexibility that will cor
enhance and improve the end user experience. C
a complex system that requires a reliable, mature §
Desk to support efficient resolution of incidents thro
tested tools and processes while fracking in Service
successfully support this type of Service Desk, you n
people with experience in the product framework
CalSAWS-specific expertise. We have service desk «
our National Integrated Eligibility Service Desk Ceni
Excellence in San Antonio who already have expel
serving integrated eligibility (IE) clients in Ohio and
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shows the key milestones for Service Desk services and the associated ServiceNow ITSM platform
enhancements to provide an enhanced experience to CalSAWS users.

Figure 4-25 Accenture will rapidly transform the CalSAWS Service Desk with no service disruptions.



through October 2024 before we go live in November 2024. Throughout the contract, we will provide
support for the Service Desk tools. The proposed implementation timeline for the Service Desk and
ServiceNow transformation activities is based on getting the needed participation from the
Consortium and the new M&E vendor for dependent activities.

Continuous Improvement, Cost Optimization, and Innovation

» As part of our project-wide Continuous Improvement Program (CIP) led by Sean
i P Proj P g Y
&) Swift, we will evaluate and implement ongoing improvements quarterly to our
Continuous proactive Service Desk methodology. Improvement areas may include first-call
improvement resolution, customer satisfaction, cost, security, user experience, and communication
—  effectiveness. At the end of each quarterly cycle, our CIP Manager will work with our
Infrastructure Operations Service Desk Lead, | fo deliver the following:

¢ Summarize metrics and qualitative feedback on the current quarter’s performance, including
suggestions received from stakeholders and KPIs and SLAs that were missed or nearly missed

e Suggest changes to tools, processes, and people to address the feedback, including changing
how we track actuals, infroducing new metrics, modifying the ServiceNow tool, and sharing
process improvements to increase effectiveness

e |dentify and recommend opportunities for continued cost optimization through automation and
increase use of digital channels

~ - . . ... _r__ . _ _1* __ 1r_ __ ___

-~ " " Hings and improvement ideas to the Consortium
ind other project stakeholders as applicable

»n for the next quarter
nent ideas

n the tiers and service desks provides the County
- , es them to get back to work sooner. We are
Infeligent committed to delivering a Service Desk to meet CalSAWS’ solution objectives of cost
operations  sAvings while maintaining a high-quality user experience. Based on the information in
the RFP and our experience, our solution estimates we can achieve productivity
improvements of up to 30% over five years when we deploy the following recommended changes:

W E v

¢ Providing a dedicated knowledge base manager to maintain and enhance knowledge
repositories that the Service Desk tfeam uses

¢ Using automation (self-service) and our shift-left approach to resolve incidents at the lowest tier
possible, support the user experience and satisfaction scores, and drive cost-to-serve savings

e Creating effective incident and request reporting and performing deep analysis to improve
automation
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ycedures, and publish problems, features, or infernal
olutions fo common audits

sblems/questions in the

owledge base and job aids

olution

estions in the knowledge base

1 from Level 2 or issues identified by cour application and

to resolve issues

olve complex production Create and delivera
es escalafed from Level2 CalSAWS infrastructureroot-

isues identified by ocur cause analysis for problems
slication and infrastructure
nitoring CLS IME 220218
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and share updates for upcoming enhancements o
knowledge management requests, or ServiceNow

Our Service Desk agents will participate in release \
to increase awareness of upcoming changes and

prepare agents for answering user questions on ne'
functional capabilities.

To maximize the coordination between Tier 3 contr

the Service Desk, we have crafted our solufion to enhance the aiready sfrong communication
current contractors enjoy with the Service Desk. As the Consortium's partner, we have worked with
the Tier 3 contractors as one team and will continue to hone our processes based on their feedback.
One approach we have used successfully with other IE clients and have planned for CalSAWS
involves creating Tier 3 contractor licisons within the Service Desk teams. These ligisons will make sure
the Service Desk maintains open communication lines with each of the Tier 3 teams, giving the teams
a single point of contact for anything related to Service Desk operations. Additionally, we will
coordinate with the DIO to make sure the Service Desk continues to have the appropriate levels of
integration with all stakeholders.

Led by Aseem Girdhar, we have already implemer
Accenture Tier 3 and the CalSAWS Help Desk that ¢
ticket-handling housekeeping, regional manager
feedback from monthly help desk trends meetings,
compliance statistics and reminders, preparation fc
upcoming releases, and common trends and ques
along with demonstrations.
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Enhanced Communication

To create and distribute enhanced communications, our Service Desk team will coordinate with the
Production Operations team when a ficket comes in that affects multiple users' ability to perform their
daily tasks. The ServiceNow system will also automatically notify the Incident Management team
whenever a Priority 1 incident is created. These noftifications come through SMS and email. Using
capabilities that exist within ServiceNow, our Service Desk team—the first point of contact for
widespread issues that come in through tickets—will also introduce SMS/email notifications to
technical leadership whenever an incident friggers an enhanced communication. The Infrastructure
Operations Service Desk Lead will actively participate in the further evolution of the enhanced
communication process.

Implementation Timeline

Following analysis and solutioning, we will work with the Consortium, Tier 3 contractors, and our
Service Desk team to identify future Service Desk evolution goals. We also will collaborate with Tier 3
contractors to provide input on developing targeted training materials for Service Desk staff using
ServiceNow's Knowledge Management feature as well as existing instructor-led trainings (ILTs). The
initiatives we illustrated in Phase 2 of Figure 4-25 will mark the first step in moving CalSAWS forward.

Continuous Improvement and Innovation

With our project-wide CIP effort, we will evaluate and implement ongoing improvements to our Tier 3
contractor coordination approach. We will include all the Tier 3 contractors in this process.
Improvement areas may include communication effectiveness, more focused training material, and
knowledge management enhancements. The program will run quarterly and be led by our CalSAWS
CIP Manager. At the end of each quarterly cycle, our CIP Manager will work with our Infrastructure
Operations Service Desk Lead, Angela Stott to deliver the following:

e Suggest changes to tools, processes, and/or people to address the qualitative feedback—for
example, identifying automation opportunities to further shift left

e Conduct a quarterly retrospective to present findings and improvement ideas to the Consortium
leads, QA vendor, Tier 3 vendors, and other project stakeholders as applicable

e Seek consensus on improvement ideas to focus on for the next quarter

e Develop and implement the approved improvement ideas

Coordinating efforts between Tier 3 contractors and the Service Desk requires an agile, field-tested
approach. Our proposed Infrastructure Operations Service Desk Lead Angela Stott possesses nearly
30 years of experience working on and running help desks. She understands the importance of
constantly innovating processes and approaches to deliver the most value-rich services for our
clients.
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current efforts described in Section 3 must be strongly supported.

4.4.3.1 Approach to Staffing the Service

The CalSAWS Service Desk will only be as effective
who serve your end users. Those professionals requi
forward-thinking training along with the proper ince
successful. In this section, we describe our approac
the Service Desk, including our recruitment, training
retention strategies. We wiill also explain how our stc
defined in Atfachment A13 - Infrastructure Staffing
align with our approach, including any necessary ji

Accenture has always worked to position our best |

deliver the highest-quality service for the Consortiul

understand the importance of effectively assisting «

and require that our Service Desk team members u

training in areas such as customer service, personany et nmuuie

information (Pll) and protected health information (PHI), security, and government regulations along
with the requisite technical and CalSAWS-centric education to deliver the Service Desk support you
deserve. With a happy, knowledgeable, and effective Service Desk, we can befter resolve issues,
leading to higher county user satisfaction and increased positive opinions of CalSAWS.

To make sure we hire and retain the right people for the CalSAWS Service Desk, we will focus on
staffing levels, recruitment, training and onboarding, and retention strategies.

Staffing Levels

We estimated the required staffing levels by taking the contact volume provided by the Consortium
in the RFP and estimating the future 58-county volume. We estimated the staffing levels we illustrate
in Figure 4-27 based on an average handle time, current call durations, the required Service Desk
operation hours, and our standard ratios for quality, governance, training, and knowledge
management activifies. The numbers in the green circles represent our proposed staff counts.

We craffed our current CalSAWS Service Desk staffing levels to meet your RFP requirements, staffing
levels that will meet your call-volume needs and deliver exemplary customer service. We based our
staffing levels on the assumption the number of contacts you provided in the RFP represents 60% of
the future statewide volume based on person counts. We will provide the same staffing levels you
have today while our well-trained Service Desk professionals will increase First Call Resolution (FCR)
percentage, resulting in sufficient efficiency that our staffing plan will support the entire state without
increasing from today's count. To address your request to not provide offshore Service Desk support,
we chose our National Integrated Eligibility Service Desk Center of Excellence in San Anfonio to
support CalSAWS.

Ve selected Ihe

R e P ine
years, giving them a detailed understanding of the programs and data restrictions around Pll and

PHI. Additionally, we offer you global experience we can fap to bolster our service fo you or share to
craft even more innovative ways to deliver our Service Desk work to you.

Accenture 4-77 Copyright © 2023 Accenture. All rights reserved.



Accenture 4-78



IV UTHVYTE DT VIS 11 I unyl I vviini Y\JUI ICqUIIUI LI L= I
With our quality management approach, we will
assess individual agents based on their performanc
metrics and tailor refresher training accordingly. We
will use the resulting data to conduct coaching,
identify improvements required in knowledge or
processes, and manage agenf performance.
Successful and high-quality interactions provide
examples in training and illustrate positive feedbac
agents.

As part of our Service Desk certification training, all
new Service Desk staff will complete courses within
CalSAWS Learning Management System that we hi
required security-related training.

Figure 4-29. Our Service Desk training courses cover an exhaustive list of CalSAWS functions.

Additionally, we wiill provide refresher training as needed following monthly agent evaluations fo
make sure our CalSAWS Service Desk professionals remain effective in their roles. Besides planning fo
meet regularly with Tier 3 vendors to discuss pain points and any changes needed for the knowledge
base, we will meet with the M&E vendor to understand CalSAWS application changes. Just as
importantly, we will add the Service Desk to release webcasts that will expand the awareness of our
agents to befter serve you.

Retention Strategies

Call centers typically struggle to retain the best age

avoid losing fime required to train new hires and di

project progress and relationships, we provide seve

incentives to keep our Accenture CalSAWS Service

employees happy and performing their best work.

employee recognition programs, we also offer prot

retention bonuses, and opportunities to move into «

upskilling. Some of our more popular employee-foc

sessions, investing in leadership building, the Great Place to Work program, the Innovchon progrom
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At our National Integrated Eligibility Service Desk Center of Excellence in San Antonio, these types of
efforts have contributed to an | G o pared to the industry rate
of 40%. We have enacted this approach with multiple clients and are confident we can replicate the
same results with the CalSAWS Service Desk.

Continuous Improvement and innovation

We bring a familiar, field-tested staffing approach to the Consortium. We understand the crucial
nature of onboarding the right people for the CalSAWS Service Desk. With our emphasis on ongoing
fraining—including the Service Desk release overview—and continuous education on existing tools
and new enhancements, we will make sure our Service Desk meets your expectations and those of
County users. With input from the Consortium, key stakeholders, and Tier 3 contractors, our training will
enable our Service Desk professionals o maximize ServiceNow and other tools such as Jira offer.

As part of our project-wide CIP, we will evaluate and implement ongoing improvements to our
staffing, fraining, and retention approach using the same quor’rerly re’rrospec’rlve process described in
the previous section. Improvement areas may inclu )

management enhancements, and new recognitio

improvements or innovations with the overall CIP g

44392 Results Delivered
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provides operational continuity and is the lowest ris
as the Consortium moves into the new Infrastructur
contract. We believe CalSAWS is a Living System ar
have planned for incremental transitions leading tc
transformation of our delivery organization through
life of the confract. We understand the Infrastructu
Transition-In scope includes, and is not limited to:

e Core CalSAWS Infrastructure

e Contact Center Infrastructure * An unmatched timeline to stabilize

e Child Care Portal, OCAT, and GA/GR Correspondence in the new contract

¢ Cenfral and remote hardware maintenance services ¢ Narrow new scope areas for us result
e Service Desk and Imaging in the lowest delivery risk

¢ An experienced Transition Manager
complemented by a Transformation
Manager

¢ Unified support and leadership for

As the incumbent CalSAWS Infrastructure Confractor,
Accenture has unique knowledge and experience with the
Core CalSAWS, Contact Center and Child Care Portal
infrastructure and Imaging, requiring no transition. Given
that OCAT runs on serverless technologies, our assu

that all Platform-as-a-Service (PaaS) components ¢

will be managed by the M&E Contractor. The narrc

that will involve a fransition include the GA/GR
Correspondence solution and changing our currer
subcontractor performing Service Desk and remote
hardware maintenance services While another cor
would need to spend extensive time and effort tow
knowledge transfer for the entire CalSAWS system,
Accenture will use that tfime to incrementally transf
team and processes intfo the new ways of working
accelerate innovation for the Consorfium and the

We understand you are building on the momentun
successful CalSAWS implementation with an intent
accelerate the pace of innovation, collaboration,
the tone for a newly integrated CalSAWS organizal
following describes how we use our guiding princip
support the transition.

Timely Transition with Zero Disruption: The Consortiu

quick transition with zero disruption maintains the m i icinuin o yuw conern wparunu e, icrs Crinen
insight into how to infroduce valuable changes, and safeguards the quality of services that
Cdlifornians deserve.

High Availability with Minimal Downtime: A seamless fransition period with no impact to county users
and uninterrupted services to Californians is required to maintain a highly available system and
staying out of the news. The Consortium needs a confractor that is ready Day 1, that knows your
systems and processes fo minimize downtime and reduce risk.

Table 4-23 describes the three overarching themes—Acceleration Essentials—of our Transition-In
approach for CalSAWS.
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4.5.1 Past Transition Experience in a Cloud-based Environment

Describe
and the comes.
Include the >nts and services that were transitioned as well as the transition timeline.

Describe the key best practices you will bring fo the CalSAWS engagement as recommendations for the Infrastructure transition.

our firm's experience

ding

with one or more fransitions from one (1) company or confract to another in a cloud-based environment

4.5.1.1 Cloud-Based Transition Experien

Even though the Transition In to assume responsibili
CalSAWS Infrastructure is minimal for Accenture wh
compared to all other contractors, we treat it as th
critically important first step in the future operations
CalSAWS. In this section we describe Accenture's
experience with two fransitions, including from ano
company and another contract in cloud-based
environments, along with their corresponding outc«
We have included the system components and ser
that were transitioned, as well as the fransition time
also include a description of the key best practices
have brought to CalSAWS as recommendation for
Infrastructure fransition.

We redlize we must demonstrate that we have anc
continue to rise to the challenge presented by con
fransitions. Our 35+ years of health and human serv
project examples where we have partnered with ¢
Below, we present two of our recent and highly rele

e AZ HEAplus (from another contractor): This transiti
over a cloud-based environment and services from another contractor. We selected this project
specifically to show our capacity to smoothly assume responsibility for the GA/GR correspondence
sub-system.

¢ CMS HedalthCare.gov (from another contractor/and to a new contract from ourselves): This project
shows, on a huge scale like CalSAWS, how we can both take over systems from another contractor
and how we can, as an incumbent, successfully transition from one contract to another in a cloud-
based environment, while delivering transformational change.

These transitions offer similarities in scope with CalSAWS and employ many of the same approaches
that have been enabled our clients to fransition smoothly and accelerate their own transformations
to new ways of operating.

State of Arizona: Arizona Health Care Cost Containment System (AHCCCS),
AZ HEAplus (Azure Cloud)

Health-e-Arizona Plus (HEApIlus) is the State of Arizona’s cloud-based eligibility determination and
case management system that administers public assistance benefits, including SNAP, Medicaid and
TANF, for the Arizona Health Care Cost Containment System (AHCCCS) and the Arizona Department
of Economic Security (ADES) agency.
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[E5P0OTNIBIRHITES INCivaea IHArsinornrg-r arna 1aking «
M&QO from the incumbent contractor under challer
circumstances. With very little technical or function
documentation to work with, and unable to acces
existing codebase and database from the outgoin
contractor, Accenture was limited in the number o
knowledge transfer meetings per week with the

incumbent. Using our holistic Transifion-In methodol
Aand incarnnratina nnir Proaaraam Pennle Proacecce

FIg e - 1.

System Components, Services Transitioned, an:

Figure 4-32 describes the system components and :
achieved.
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Transition Approach and Timeline

Following an imperfect launch of the HealthCare.¢
platform in October 2013, and amid frustration fron
millions of Americans, CMS terminated its confract:
the incumbent contractor (CGI) and confracted w
Accenture to assume responsibility for the stabilizat
the mission-critical platform. Accenture completec
entire initial transition of the program from the incui
in just eight weeks—four weeks faster than originall
proposed. This successful fransition—unprecedente
scale and urgency—reduced risk and posifioned tt
team to start hands-on delivery and rescue activitie
soon as possible. Vital to the transition was successi
gathering knowledge from multiple organizations ir
and external to CMS. We worked side-by-side with
ofther CMS contractors, and CMS personnel to quic
the effort, absorb the knowledge necessary to asst
control of the application, implement changes, an
perform operations.

The original solution was not in the cloud. While the incumbent's scope included this future
development, we successfully fook over the design, build and fransition of HealthCare.gov o the
AWS cloud. Since the original transition and following the expiration of our original contract,
Accenture has won the M&O contract for this cloud-based system multiple times, including the most
recent confract which began in July 2021. During the recent transition, shown in Figure 4-33, CMS and
Accenture collaborated as one team fo agree on and finalize a timeline to effectively fransition the
scope of work and necessary support services in seven months to the new contract terms and
expectations. This fransition included a full fransition workplan and the onboarding and transition of
500+ resources. This confract is ongoing through 2027.
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With Accenfure, the Consorfium will AIGNING Wi
be in safe, trusted, and reliable hands ~ Buiding ve
for the CalSAWS transition (as shown
in Figure 4-35). Our dedicated feam,
led by our Transition Manager, Rick
Costa, and supported by our
Transformation Manager, Sean Swift, is solely focuse

fransition and transformation activities. They will ap

proven methodology and best practices, tailored tu e wulsavvo visiun.

Figure «
conti

In the following pages, we describe:
¢ Transition-in risks with Accenture continuing as your services partner
¢ Potential Transition-in risks with other vendors if Accenture is replaced as your services partner

CalSAWS application, Confact Center, Imaging and Child Care Portal. Since OCAI runs on serverless
technologies, the maintenance of the associated PaaS components is best handled by the M&E
contractor. The only application that requires transition-in activities for team Accenture is the GA/GR
correspondence solution, and this represents the one and only risk for Accenture, and therefore the
greatest risk inherent in our transition-in plan.

This risk, however, is very low for the following reasons:

¢ Knowledge transfer: Accenture was intimately involved in the development of the GA/GR
correspondence solution, and we are already familiar with the workings of that small subsystem.
We teamed with Gainwell, collaborated on infrastructure needs, and co-designed the APIs
between the Correspondence subsystem and CalSAWS. As such we have a working understanding
of the functional and infrastructure aspects of the system. While some knowledge transfer will be
needed, the scale of that is low, and as such, the risk with Accenture providing infrastructure
services for this application is very low. This is also parficularly frue because the infrastructure
supporting this is on AWS, and Accenture's current feam has a deep understanding of the AWS
environment. Additionally, by adding architects from AWS Professional Services to our team, we
further mitigate this risk.
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They will participate in knowledge transfer activities from Gainwell (the incumbent contractor on
the GA/GR Correspondence Solution). Additionally, one of our named Contractor Success
Champions was infimately involved in the co-development of the GA/GR correspondence solution
and will provide expertise on this system when needed.

We understand how important the GA/GR programs are for the counties who administer it. We also
recognize the critical support these programs provide to a vulnerable population. We are proud of
the core GA/GR functionality that we built into the core CalSAWS and are confident that with our
existing knowledge of the GA/GR correspondence solution, we will fransition-in with zero disruption. In
addifion to the head start in knowledge and staffing, we bring a proven transition-in methodology
and transition-in timeline (both described later) to achieve our mutual zero-disruption goal.

Accenture has an additional fransition to complete. This, however, is internal to Accenture and will
be fransparent in large part. We will replace our current subcontractor who performs Service Desk

operations and remote hardware support. As your current prime contractor for these functions, we
are intimately familiar with these functions and the small risk associated with this internal fransition is
noted in the Service Desk and the Hardware/Software sections.

meimoqgology 101 1rne CAanAvD INmrasiruciure projec
Program, People, Process, Technology, and Produc

As noted in the other understanding and approact
we plan to use the transition fimeframe fo get ajur
the fransformation aspects. While another contrac
be learning about the basics of CalSAWS, the Acce
team would have completed most, if not all the
fransformation and evolution elements.

AUl AT A Y AT T IS T AT T AT A T T AT T N N g Al

change management.

People: The largest transifion focus is our people. W
skilled resources to manage the service desk (lever
National Integrated Eligibility Service Desk COE), fie
operations and improving the speed of delivery op
using a Transifion-in Dashboard.

Process: Transition of the processes and tools requIrc w 1w wuouiiie e Li Le vur i vun (ivase oow
Section 4.4 Service Desk Management), field operations (please see Section 4.3 Hardware and
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8. Section 5
Approach to
Imaging Services
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SCUNIIry, Clrassiicanor], drga aalag eximaclion dciuvereud imrougrl 4 siripie dna iniulnve inieriace.
Benefits for customers and/or county workers will include an improved BenefitsCal document
submission experience, better classification of documents submitted through BenefitsCal, reduced
manual workloads, and a user-friendly single-screen interface for manual work. These benefits will
provide county workers with a more efficient, user-friendly solution that will save time and effort. As
illustrated in Figure 5-4, these improvements will shift the current timing and user experience to the
left, decreasing document processing time by up to 20 minutes and improving the overall user

experience. The HxC application will provide Accenture and the Consortium greater configuration
channa annarhunitias AnA evnncee cattinnic files that Are cirrenthy <tared At the cerver level afferina
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9. Section 6

n‘-..:.“J Au.-‘l--“-

Accelerate the

momenium



the completed aftachments only once as part of the Proposal Attachments in the appropriate sections of the Proposal.
« Aftachment G4 — DARFUR Conftracting Act Certification

¢ Aftachment G5 — Certificate of Firm Status

* Aftachment A4 — Infrastructure Statement of Compliance with Requirements

« Aftachment A7 — Infrastructure Exceptions to the Agreement

¢ Aftachment A8 — Infrastructure Firm Qualifications

« Atfachment A9 — Infrastructure Firm References

¢ Aftachment A10 — Infrastructure Key Staff Resumes and Qualifications, Parts 1 and 2
* Aftachment A10 — Infrastructure Key Staff Qualifications, Part 3

« Aftachment Al11 - Infrastructure Key Staff Reference Forms

¢ Aftachment Al3 — Infrastructure Staffing Worksheet

Attachment A9 — Infrastructure Firm References

Aftachment A10 - Infrastructure Key Staff Resumes and Quadlifications, Parts 1 and 2
Aftachment A10 - Infrastructure Key Staff Qualifications, Part 3

Attachment A11 - Infrastructure Key Staff Reference Forms

We will provide Attachment A13 — Infrastructure Staffing Worksheet as part of our Volume 1A -
Infrastructure Business Proposal, Part 2 response.
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