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Start
Launch the web-

based Lobby 
application

Is the Hardware 
Register?

Yes

Is the persisted 
cookie found? 

No

From the Homepage 
click on the County 

Header 3x’s

On the Employee 
Portal Page, Click on 

the ‘Register 
Hardware’ button

User will be redirected 
to the ForgeRock 
Device Login page

Enter the Device 
Username & 

Password

User will get an error message when clicking 
on the button to proceed from the 

Homepage if the Device was registered but 
persistent cookie was not found

No

Username & Password was found and not associated to a device

User is redirected 
back to the Lobby 

application 
Homepage

Username & Password was found 
but already associated to a device

 or Username and Password is not found

ForgeRock Device 
Login page will 

display a ‘Device 
Match Failure 

Message’ with two 
buttons

Device (hardware) is 
now registered and 

User can now access 
the public facing 

Lobby application 
pages

End

ForgeRock unique 
Device ID will be 

stored in the 
hardware as a 

persisted cookie

An error message will display on the 
Homepage when the Device is not 

Registered or the persisted cookie is not 
found (when Device is already registered)

To retry entering
 Device Username 

and Password 

Click on RETRY 
button

To deregister a device  (Device was already 
registered previously)

Click on 
DEREGISTER KIOSK 

DEVICE

User will be re-
directed to a 

ForgeRock page that 
require them to 

enter Device 
Username and 

Password (page will 
look identical as the 

ForgeRock Device 
Login page)

Enter the Device 
Username and 

Password that you 
wish to deregister

Device Username and Password entered is found in ForgeRock

User will be re-
directed to the 

ForgeRock 
Dashboard

Device Username and
 Password entered

 is not found in ForgeRock

Click on the 
DASHBOARD header 
(located at the top 

left of the page, next 
to the CalSAWS 

logo)

User will see the 
User profile 

information when 
the page loads

Click on the ‘X’ 
symbol found on the 

last column of the 
Trusted Devices 

section 

Device Registration 
Process Flow for 

Lobby Application 

Does the device 
information that’s sent to 
FR during authentication 

match?

End

Yes

Yes

No
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